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Criminal Confrontation of Cryptocurrency Useln the financing of terrorism

Dr. Khaled Nour
Summary:
As a natural result of the rapid technical development, blockchain technology
has emerged, and has imposed itself on the technology revolution in the field
of secure transactions, because it contains a decentralized database consisting
of a set of interconnected, sequential and encrypted blocks containing within
it data and information that are difficult to penetrate.
So-called cryptocurrencies, led by Bitcoin as the first practical application
of blockchain technology, emerged in 2008 by Japanese inventor Satoshi
Nakamoto.
Like any new, cryptocurrencies have not only carried positive features with
them, but they have produced some disadvantages, the most important of
which is their illegal use for the purpose of committing some crimes, such as
the financing of terrorism, as the technology used to deal with these currencies
hides the true identity of the motive and recipient behind a digital code.
Therefore, cryptocurrencies are one of the most prominent contemporary
challenges facing national security, as these crimes have harmful effects on
all aspects of economic, social, political and security life, because terrorist
organizations rely on them for financing, support, training, recruitment and
implementation, which may represent a backdrop for financing away from
the eyes of control and monitoring of financial flows through central banks,
after the state undermined traditional financing operations for terrorism and
organized crime in general.
For all this, it has become necessary to develop new legal legislation and
strategic plans that include legal and security thinking and methods different
from those that were developed to confront traditional crimes, with the help
of all the findings of scientific research in this technical field and the creation
of the appropriate climate to achieve the greatest benefit from the application
of these strategies, to address the phenomenon of illegal circulation of
cryptocurrencies.
Therefore, the study plan is to examine the role of cryptocurrencies in the
financing of terrorism.
Keywords: criminal confrontation - cryptocurrencies - terrorist financing.
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