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The Law Applicable to Cloud Computing
Professor Ahmed Omar Youssef
Lecturer of Private International Law - Faculty of Law - Helwan University
Abstract:
Cloud computing is considered one of the most innovative technological
models for developing and utilizing infrastructure resources worldwide. It
transforms the purchase of infrastructure and technology applications from
a product that is bought to a service that is provided. Users no longer need
to seek significant funding to purchase infrastructure and applications. They
can now access powerful and efficient resources they couldn’t afford. Large
enterprises can also obtain large amounts of processing power, storage
capacities, and massive connectivity whenever needed, without limitations
on resources or the need to increase their equipment and facilities. The
opportunities offered by cloud computing resources are strong incentives for
the growth of economies and for maximizing benefits for individuals and
organizations.
Estimates indicate that global spending on cloud computing reached
approximately $180 billion in 2018. This market has skyrocketed to $390
billion in 2022, and it is expected to reach $947.3 billion in 2026. This growth
prompted the Egyptian government to issue its national strategy in 2014,
aiming to achieve the significant economic and developmental returns that
other countries like India, the United States, the United Kingdom, China, and
others have already achieved.
This has led to the exploration of several key legal issues raised by the use of
cloud computing. How can the law address these issues? These issues include
matters related to security and privacy. Cloud computing accommodates
enormous data and information stored on remote servers and computing
devices. Therefore, these data must be protected by relevant laws and
regulations. Clear determination of contractual and liability responsibilities
is also necessary when using cloud computing. Cloud computing is
significantly simplified through contractual agreements between service
providers and users. This necessitates the examination of these agreements
and the application of appropriate legal measures to protect users, taking
into consideration aspects such as intellectual property rights, which will be
further explored and clarified through research.
Keywords: Criminal liability, Digital privacy, Electronic data processing,
Social networking sites, Personal data protection.
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(3) «any lawsuit arising out of or in connection with this Agreement, and which courts can adjudicate any such
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(1) Vincent, Mark, N. Hart, and K. Morton. «Cloud computing contracts white paper: a survey of terms and condi-
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(3) 13.5 The Agreement shall be governed, interpreted by and construed in accordance with the law of Arab Repub-
lic of Egypt. The Courts of Cairo shall be the sole competent courts to settle any disputes arising out with the
Agreement. https://www.linkdatacenter.net/en/about/legal-terms-and-conditions-ldc/ [Accessed 30 Mar. 2023]

(4) 20. Arbitration In the unlikely event that Talentera Inc. has not been able to resolve a dispute it has with you after
attempting to do so informally, we each agree to resolve any claim, dispute, or controversy (excluding any Tal-
entera Inc. claims for injunctive or other equitable relief) arising out of or in connection with or relating to these
Terms, or the breach or alleged breach thereof (collectively, «Claims»), by binding arbitration by Dubai Courts
in Dubai (UAE), except as provided herein. https://careers.rayacorp.com/en/privacy-statement/?pn=terms-

conditions#terms-agreement [Accessed 30 Mar. 2023]
(5) Millard, Christopher J., ed. Cloud computing law. Cit. op. p 77 et s.
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(2) Art. 3 Territorial scope

1- This Regulation applies to the processing of personal data in the context of the activities of an establishment of
a controller or a processor in the Union, regardless of whether the processing takes place in the Union or not.

2- This Regulation applies to the processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union, where the processing activities are related to:
the offering of goods or services, irrespective of whether a payment of the data subject is required, to such data
subjects in the Union; or
the monitoring of their behaviour as far as their behaviour takes place within the Union.
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3- This Regulation applies to the processing of personal data by a controller not established in the Union, but in a
place where Member State law applies by virtue of public international law.
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(1) Regulation (EC) No 593/2008 of the European Parliament and of the Council of 17 June 2008

(2) Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011
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