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A Comparative Study on the Role of Electronic Administrative
Procedures in Combating the Dark Web and the Deep Web

Dr. Yasser Mohammed Abdelsalam Ragab
Associate Professor, Faculty of law, Cairo University

Abstract
The international situation is characterized by technological advancement,
but this has soon led to the necessity of giving it great importance due to
the significant impact it has on unknown information systems and centers.
Information risk is a new threat facing institutions and administrative bodies
and is linked to technological development and the plethora of information.
This has led to the necessity of studying the impact of the Internet on the
security of countries, especially the hidden or dark part of it, where many
illegitimate or illegal operations are conducted, and this is what made
the security of countries vulnerable to danger as a result of some parties
adopting these operations that target countries, or individuals, Or technical
infrastructure, or other electronic attacks
The dark web is considered an important part of the Internet system. It
allows the issuance of websites and the dissemination of information without
revealing the identity or location of the publisher. The deep internet is the sum
of all websites that are not included in search engines.
To confront the above, government cybersecurity is considered the most
important container for the cybersecurity of the state as a whole due to its
connection to public order. Therefore, based on that, we will highlight in this
research the nature of electronic administrative control in its connection with
the branches that are legally created and not studied by jurisprudence through
examination and study, as an example of «Cyber Law,» or «Computer Law, as
well as its connection to technology and information law and the expansion of
its scope required by the concept of administrative control to the point where
its function is close to that of the law. The evidence is that the administration
may deliberately interfere in the activities and private relationships of
individuals in practice to ensure their cybersecurity under the pretext of
maintaining public order.
Keywords: deep internet, state cybersecurity, cybersecurity, dark web,
terrorist financing
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Net spoinage ( theft of confidential information)

Obio 3381 il 1 g gl lds o W1 iy It ao! 2l gl s @2 52

(1) Steven Philippsohn, Trends in cyber crime - An overview of current financial crimes on the internet, computers
& security, 20 (2001) p. 54.
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Yahoo. CNN. Amazon: Jlie x3lge le clezgll clZSs icllin g il cillaza e AUM deloa (yo 38l cilaza
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G (CIAY 385 pa¥1 5L IS o) 3olead) Zatai¥ Joans 35ian 351530 ol yusd (ye S Vo e ol g I ()
-«(Network Backbonesy . I ulSuidl (dugies (NSAy asall SV WSyl 5,8
Al lima ! Gosbo e (3151 (e agaall oy ald 5215 SEA Lig I (gygead] il gls YoV ale 3 ()
iy Apadlel 539 i o 59 3313 pe (098 s @lal) el g n p Jaadas Lgd g 3 Bl L85 0l 9o
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(5) Steven Phillippsohn, op. cit., p. 55, 56
«The types of criminal Hackers are:-

1) Hackers A) External Hacker.
B) Hacking to highlight lack of security.
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Net spoinage theft of il (ylis a0 dyle Glasg yaw el ol s L
Ly el o2 4,la¥l Agatl gty 134 ((confidential information

2l 3w (cyber - terrorism)g;\)_}_yj\;\ o SIY ola Y gy AL gl L
daalaill JoLiatl S S Sl g 35101 A le 39 I Al PO ya 0 las
L5 !y celetromagnetic bombs &_rewls Liall 250 4831 JoLiatls logic bombs
BpegSiomdl a3l 1153 g W1 s 51 LgiSiay g ¢ A 30N byl (st
aalatly Loladl gl ol elwgall Lad juls Laasags Gami o 3] Lol
10940 a¥ Ly Jualill asllaly (¢

gollalls agall ¥l pollally 3 glaglall @ 51yl o L ali L5 S5 LS

2) Internet Hackers.
3) Internet Saboteur.
4) Net spoinage (theft of condifential Information).
5) E. Theft.
6) Credit Card fraud.
7) Pump & Dump.
8) Cyber Terrorism.
9) Cybor privacy.
10) Virus.
11) Fraudulent internet Banking sites.
Sagad leglall (e spaall s gl 1yl yiis Lgaludd e 5l Lgia VYV Blis ol S22l s¥) Agandl ceala (1)
A el
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(2) 1Ibid, p. 60
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(3) Shimon shetreet: free speech and national security, International studies in Human Rights - Volume 16 p. 44.
«The notion of national security is so abstract and vague that it must be given specific content»
«Right of the public to know, and the Interest of keeping certain Matters secret».
(4) Ibid, p. 59.

P pgiaodW aasl Ul alaoll



)0 dunlja — Groslwuifiidlg rpdlA ol Ciifiidl daalg o ub Ldg AVl s)laul hAll joa

Liiey ol gun 350 0¥1 Agar Antil (0 (g puadl dol il gty o3 Jgual] e (yo 5-S

Jas 2y 59 pudo il 930 2y ) gl ol LagSomm s cimy s < Bllae JSiy L guingen f

ALl Al Covumy (6531 1 B93 (pe @ualal) et o sy Vbl wlis su o
Y By e aldl Sl By sl

e po a3 dne Laggin sy cm (oagall (oYl aggar @ualall wlls qal ¢y oy
Y asgie oYL ai¥l @ulatiy ¥+ o ¥ 30l 10 @ 3 (95001 (8 je By 3Lastall
2ulsy Lgils agall 0y a¥1 3 jgal oy pai 03 LS (Vi 1591 5Lt st
e g Bl aY Bl 1 B ¢ agall (e ¥ Aumg (A1 35399 s sggemnl]
(5531l ala il 3la Lo JSI Sl Uile sl i patll lld 51 31 oyt Ll

a0 309 IV sl imtl e JalS ISy slaae W1 o a5l syl Hu 23y
il (B untl B yae cileglall ()5S 3 ¢ agdll (pa¥ly yuiny 1B ilaglall ¢y oYl
Jodl daxlgs D le 39Me Lglga JS (0 8 plagead] oo bl (sS5 Y o> (2
@8 7189 OsSlas e oo Jeolall usdl fiaS g 4 aB 0 Bgomall Alinas 4l
S gy 38T 3 gomall 015 La3aleg et gl i ¥ il g «Alaglall el iant]
e daitly s laa¥ly Luadantl 351 gall Ao Apelitl Joudl o sl

alazial g ag 3o BN Glas¥l (3 ya L asall a¥ sugs La 5l
Bl dn joutl d bl il ) puall Bt 31518 cyper space g iSI¥ ¢ Linall
L Leldass ol 5,1a¥1 cililec g eidal gl

Slelaill ald U5 (ye ilastall oY1 Bl e g iSIWT GlasY! >S50
w0 Bk ey alall (¥l yunie (83 wligalall allaitly IS YL & Lt

(1) Ibid, p. 59 «The secrecy is instrumentally necessary for the promotion of a goal».
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(3) «La religion, la discipline, les moeurs, la sante, les vivres, la surete et la tranquillite publique, la voirie, les sci-

ences et les arts liberaux, le commerce, les manufactures et les arts mecaniques, les servitudes domestiques, les

manoeuvriers et les pauvres».
(4) KLEIN (C.) : «La police du domaine public», Paris, L.G.D.J., 3e ed, 1966, p. 37.
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(2) BLAEVOET (C.) : des recours juridictionnels contre les mesures de police, Th, Paris, 1908, pp. 14-15.
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