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Abstract

There is no doubt that artificial intelligence crimes as new crimes are
developing rapidly, so the criminal law must keep pace with this development
in these crimes, and address the shortcomings in its texts to confront them,
in order to preserve the legitimate rights that suffer great damage as a result
of these crimes, and then new legal systems must be approved, but it must
be careful that these systems are not useful, as these useless laws weaken the
necessary laws.

In the face of this tremendous technological development and the large
amount of information and called BIG DATA, a technique called deepfakes
appeared and was used for several purposes, for example: defamation and
revenge, and the great catastrophe that these technologies have become
available and facilitators greatly and do not need to be activated or dealt with
to any material return or cost to use them and all you need is some simple
knowledge of technology as well as it is of an international nature, and with
great accuracy, so we find the world Franklin Foer (Franklin Foer) In early
2018, he says, «We will soon live in a world where our eyes deceive us,» a
testament to the accuracy of the technology.

Keywords: Artificial Intelligence - New Crimes - Personal Data - Deepfakes

Technological Development.
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(3) Michael Filimowicz: Deep Fakes Algorithms and Society, Routledge, 2022p1
(4) Floridi Luciano: Artificial Intelligence, Deepfakes and the Future of Ectypes, Philos. Technol31, 2018. P320
(5) Loveleen Gaur: DeepFakes Creation, Detection, and Impact, CRC Press, 2023,p3
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(1) Maryam Taeb, Hongmei Chi: Comparison of Deepfake Detection Techniques through Deep Learning. J. Cy-
bersecur. Priv. 2022,p 89—-. https://doi.org/10.3390/jcp2010007& Claire Langlais-Fontaine: Déméler le vrai du
faux: étude de la capacité du droit actuel a lutter contre les deepfakes, La Revue des droits de I’homme, N°18
| 2020, p.1.https:/journals.openedition.org/revdh/9747 & GERSTNER, Candice R.; FARID, Hany: Detecting
Real-Time Deep-Fake Videos Using Active Illumination. In: Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. 2022. p. 53-60& Ashifur Rahman , Md. Mazharul Islam , Mohasina
Jannat Moon1 , Tahera Tasnim , Nipo Siddiquel , Md. Shahiduzzaman *, and Samsuddin Ahmed: A Qualitative
Survey on Deep Learning Based Deep fake Video Creation and Detection Method. Aust. J. Eng. Innov. Tech-
nol, 2022, p.13-26 https://www.researchgate.net/profile/Ashifur-Rahman/publication/358322160_A_Qualita-
tive_Survey_on_Deep_Learning_Based_Deep_fake_Video_Creation_and_Detection_Method
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Hin-Yan Liu,Andrew Mazibrade:Artificial Intelligence affordance: Deep Fakes as Exemplars of AI Challenges
to Criminal Justice Systems,2020,United Nations Interregional Crime and Justice Research Institute ,2020,p59

(3) The term deepfake is mostly used to refer to Al-generated video-graphic media. Deepfakes are commonly seen
as a specific branch of a broader spectrum of computer-generated content known as <synthetic media’. The
meaning of the word «synthetic’ in this term is similar to <synthetic rubber’. It signals that the term encompasses
imitations of text, audio-, photo- and video-graphic materials that are perceived as authentic. In popular media,
the terms deepfake and synthetic media are seemingly interchangeable, for example, describing Al-generated
voice as «deepfake voice’ or «synthetic voice’.

European Parliamentary Research Service Scientific: Tackling deepfakes in European policy- STUDY Panel
for the Future of Science and Technology EPRS | Foresight Unit (STOA) PE 690.039 — July 2021,p XIIIhttps://
www.europarl.europa.eu/RegData/etudes/STUD/2021/690039/EPRS_STU(2021)690039 EN.pdf

& Bo Zhao ,Shaozeng Zhang, Chunxue Xu, Yifan Sun&Chengbin Deng: Deep fake geography? When geospa-
tial data encounter Artificial Intelligence. Cartography and Geographic Information Science, 2021, p. 338-352
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John McCarthy : ‘JFK’ finally recites his last speech — 55 years after his death — thanks to Al https://www.
thedrum.com/news/2018/03/16/jfk-finally-recites-his-last-speech-55-years-after-his-death-thanks-ai
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Thanks to technology developed by the company Synthesia AI, Beckham can be seen seamlessly speaking nine
languages -- English, Spanish, Kinyarwanda, Arabic, French, Hindi, Mandarin, Kiswahili and Yoruba -- in the
public appeal.
How we made David Beckham speak 9 languages https://www.synthesia.io/post/david-beckham
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(1) Mike Butcher: ‘The startup behind that deep-fake David Beckham video just raised $3’, available at: https://
techcrunch.com/2019/04/25/the-startup-behind-that-deep-fake-david-beckham-video-just-raise d-3m
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(3) Patil M., Rao M: Studying the Contribution of Machine Learning and Artificial Intelligence in the Interface
Design of E-commerce Site. In: Satapathy S., Bhateja V., Das S. (eds) Smart Intelligent Computing and
Applications. Smart Innovation, Systems and Technologies, vol 105. Springer Singapore, 2019, p. 197.
(4) Dr. Edvinas Meskys, Julija Kalpokiene, Aidas Liaudanskas Dr. Paulius Jurcys: Regulating Deep-Fakes: Legal
and Ethical Considerations. P10
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(6) Dr. Edvinas Meskys, Julija Kalpokiene, Aidas Liaudanskas Dr. Paulius Jurcys: Regulating Deep-Fakes: Legal
and Ethical Considerations. P10
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(1) Husrev Taha Sencar, Luisa Verdoliva, Nasir Memon: Multimedia Forensics, 2022, Springer, p326

Fraudsters Used Al to Mimic» 4es 2! <l Jo «the Well StreetJournal » & 23 gl DAL iy o 5030 ()

CEO’s Voice in Unusual Cybercrime Case»Fraudsters Used Al to Mimic CEQ’s Voice in Unusual Cybercrime
_(Case - WSJ (www-wsj-com.translate.goog

(3) Martin Anderson Deepfaked V01ce Enabled $35 Million Bank Helst in 20200ctober 15, 2021 Deepfaked Voice
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(1) https://arabic.euronews.com/2022/04/29/europol-warns-increasing-use-of-deep-fakes-crime-world
LANGLAIS-FONTAINE, Claire. Déméler le vrai du faux: étude de la capacité du droit actuel a lutter contre
les deepfakes. La Revue des droits de I’homme. Revue du Centre de recherches et d’études sur les droits fon-
damentaux, 2020.
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https://www.youtube.com/channel/UCi38HMIVRpGgMJOTImIWYdw
(3) Noah Giansiracusa: How Algorithms Create and Prevent Fake News: Exploring the Impacts of Social Media,
Deepfakes, GPT-3, and More, r, Apress Media, 2021, p52
&Jane Lytvynenko: «A Belgian Political Party Is Circulating A Trump Deepfake Video,» BuzzFeed News, May
20, 2018: https://www.buzzfeednews.com/article/ janelytvynenko/a-belgian-political-party-just-published-a-
deepfakevideo.
(4) KOENIG Gaspard:«Les «deep fakes» ou la fin du débat démocratique», Les Echos, Editos & Analyses, 16 octobre 2019:
https://www.lesechos.fr/ideesdebats/editos-analyses/les-deep-fakes-ou-la-fin-du-debat-democratique 1140377
(5) Deepfake video of Zelenskyy could be «tip of the iceberg’ in info war, experts warn, Bobby Allyn, , Available at: March
16, 2022, https://www.npr.org/2022/03/16/1087062648/deepfake-videozelenskyy-experts-war-manipulation-ukraine-
russi
CE Noticias Financieras English: «Reality VS fake news and deep fakes created by artificial intelligence»., February 6,
2023 Monday. advance.lexis.com/api/document?collection=news&id=urn:contentltem:67GW-R3M1-JCG7-8117-
00000-00&context=151683. Accessed February 14, 2023.
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(1) IVAN MEHTA: A new study says nearly 96% of deepfake videos are porn. Oct 7, 2019. Available at: https://
thenextweb.com/apps/2019/10/07/a-new-study-saysnearly-96-of-deepfake-v
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(1) Ally Foster: Picture Reveals Sickening Online Secret, NEWS.COM.AU -JUNE 30, 2018
Image based abuse: Picture reveals sickening online secret | news.com.au — Australia’s leading news site
Desai: «Smile for the Camera: The Revenge Pornography Dilemma, California’s Approach, and Its Constitu-
tionality», Hastings constitutional law quarterly, vol. 42,2015, p.464
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Deepfakes, GPT-3, and More, 1, Apress Media, 2021, p42
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Johnson Phylis, Punnett Ian: Redefining Journalism in an Age of Technological Advancements,IGI
GLOBAL,p30
The Guardian, «Real v Fake: Debunking the ‘drunk’ Nancy Pelosi Footage,» The Guardian, May 24, 2019,
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the Inappropriate Behavior Clearly Documented in This Video,» Twitter, accessed December 8, 2022, https://
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(1) Elizabeth Caldera: ««Reject the Evidence of Your Eyes and Ears»: Deepfakes and the Law of Virtual Repli-
cants,» Seton Hall Law Review: Vol. 50: Iss. 1, Article 5. 2019 Available at: https://scholarship.shu.edu/shlr/
vol50/iss1/5 p183
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Elizabeth Caldera: REJECT THE EVIDENCE OF YOUR EYES AND EARS»1: DEEPFAKES AND THE
LAW OF VIRTUAL REPLICANTS, SETON HALL LAW REVIEW [Vol. 50:177]

(3) Clare McGlynn, Erika Rackley, and Ruth Houghton, «Beyond ‘Revenge Porn’: The Continuum of Image-Based
Sexual Abuse,» Feminist Legal Studies 25, no. 1 (April 1, 2017): 25-46, https://doi.org/10.1007/s10691-017-
9343-2
Britt Paris, Joan Donovan: DEEPFAKES AND CHEAP FAKES THE MANIPULATION OF AUDIO AND
VISUAL EVIDENCE, Data & Society’s Media Manipulation research initiative,p27
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(1) Martin Coulter, «BBC Issues Warning after Fake News Clips Claiming NATO and Russia at War Spread
through Africa and Asia,» London Evening Standard, accessed April 25, 2018, https://www.standard.co.uk/
news/uk/bbc-issues-warning-after-fake-newsclips-claiming-nato-and-russia-at-war-spread-through-africa-
and-a3818466.html; «BBC Forced to Deny Outbreak of Nuclear War after Fake News Clip Goes Viral,» The
Independent, April 20, 2018, https://www.independent.co.uk/news/media/bbc-forceddeny-fake-news-nuclear-
war-viral-video-russia-nato-a8313896.html.

(2) Chris Bell, «No, the BBC Is Not Reporting the End of the World,» April 19, 2018, https:// www.bbc.com/news/
blogs-trending-43822718
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(4) Stephen Davies: Deepfakes are the evolution of fake news and are equally as dangerous: https://www.stedavies.
com/deepfakes
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«Specific form of machine learmng ‘based on neural networks — 1nsp1red by the blology of the humanbrain —
which combines different layers of information».
European Parliamentary Research Service Scientific: Tackling deepfakes in European policy- STUDY Panel for
the Future of Science and Technology EPRS | Foresight Unit (STOA) PE 690.039 — July 2021,p XIII
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/690039/EPRS STU(2021)690039 EN.pdf
Ian Goodfellow, Yoshua Bengio, Aaron Courville: Deep Learning [draft of March 30, 2015]- MIT Press- 2016-p 20
(6) Noah Giansiracusa: How Algorithms Create and Prevent Fake News: Exploring the Impacts of Social Media,
Deepfakes, GPT-3, and More, r, Apress Media, 2021,p41
«Algorithms with a certain unsupervised learning capacity. Machine learning is more advancedthan rule-based
Al and is generally based on the comparison of data rather than prior instructions. The technology relies heavily
on statistics»
European Parliamentary Research Service Scientific: Tackling deepfakes in European policy- STUDY Panel for
the Future of Science and Technology EPRS | Foresight Unit (STOA) PE 690.039 — July 2021,p XIII
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/690039/EPRS STU(2021)690039 EN.pdf
(7) Thanh Thi Nguyena , Quoc Viet Hung Nguyenb , Dung Tien Nguyena , Duc Thanh Nguyena , Thien Huynh-
Thec , Saeid Nahavandid , Thanh Tam Nguyene , Quoc-Viet Phamf , Cuong M. Nguyen: Deep Learning for
Deepfakes Creation and Detection: A Survey_ pl
https://arxiv.org/pdf/1909.11573.pdf
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(1) A Beginner’s Guide to Generative Adversarial Networks (GANs), PATHMIND, http://pathmind.com/wiki/
generative-adversarial-network-gan (last visited Mar. 25, 2020) [https://perma.cc/LGB6-3HK3]
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Sara Ashley O’Brien: Deepfakes Are Coming. Is Big Tech Ready?, CNN BUS. (Aug. 8, 2018, 11:16 AM),
https://money.cnn.com/2018/08/08/technology/deepfakes-countermeas ures-facebook-twitter-youtube/index.
html

(3) Lyu, S. Detecting: deepfake videos in the blink of an eye, 29 August 2018 http://theconversation.com/detecting-
deepfake-videosin-the-blink-of-aneye-101072
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Generative Adversarial Networks are machine learning algorithms that can analyse a given set of images and
create new images with a similar level of qualityEuropean Parliamentary Research Service Scientific: Tackling
deepfakes in European policy- STUDY Panel for the Future of Science and Technology EPRS | Foresight Unit
(STOA) PE 690.039 — July 2021,p XIII

https://www.europarl.europa.eu/RegData/etudes/STUD/2021/690039/EPRS_STU(2021)690039 EN.pdf
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Ad J. W. van de Gevel and Charles N. Noussair: The Nexus Between Artificial Intelligence and Economics,
published by Springer, download from https://link.springer.com, 2013,p.10.

(6) Nisha Dhanraj Dewani, Zubair Ahmed Khan, Aarushi Agarwal ,Mamta Sharma, Shaharyar Asaf Khan: Hand-
book of Research on Cyber Law, Data Protection, and Privacy (Advances in Information Security, Privacy, and
Ethics) Information Science Reference, 2022,p38

(7) Goodfellow, Ian, et al. «Generative adversarial networks.» Communications of the ACM 63.11 2020,p 139.

(8) Davey Gibian: Hacking artificial intelligence: a leader’s guide from deepfakes to breaking deep learning, Row-
man & Littlefield, 2022 p113
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(5) Henry Ajder: «Deepfake Threat Intelligence: a statistics snapshot from June 2020,» Sensity, July 3, 2020: https://

sensity.ai/deepfake-threat-intelligence-astatistics-snapshot-from-june-2020
Rapport: The State Of Deepfakes: Landscape, Threats and Impact, Deeptrace, 27 septembre 2019, PP.1-3

(6) L He et al: ‘New Chinese ‘deepfake’ face app backpedals after privacy backlash’ (CNN Business, 3 September 2019)
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(1) Samantha Cole: Targets of Fake Porn Are at the Mercy of Big Platforms, MOTHERBOARD (Feb. 5, 2018), https://
motherboard.vice.com/en_us/article/ 59kzx3/targets-of-fake-porn-deepfakes-are-at-the-mercy-of-big-platform

(2) § 230(c)(1) («No provider or user of an interactive computer service shall be held liable on account of- (A) any
action voluntarily taken in good faith to restrict access to or availability of material that the provider or user
considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether
or not such material is constitutionally protected; or (B) any action taken to enable or make available to information
content providers or others the technical means to restrict access to material described in paragraph (1).»

(3) Damon Beres: Pornhub Continued to Host ‘Deepfake’ Porn with Millions of Views, Despite Promise to Ban,
MASHABLE (Feb. 12, 2018), https://mashable.com /2018/02/12/pornhub-deepfakes-ban-not-working/
#cO19rvp..PgM.
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Stuart J. Russell and Peter Norvig: Artificial Intelligence A Modern Approach, by A Simon & Schuster
Company, 1995, p.13.
(3) Russell, S. J. , Norvig, P:, Artificial Intelligence: A Modern Approach (2nd ed.), Upper Saddle River, New
Jersey: Prentice Hall, 2003 p.17

Calo, R: Artificial Intelligence Policy, A Primer and Roadmap, University of California Davis Law Review,
2017, vol. 51, p.397.
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Wisskirchen, G: IBA Global Employment Institute Artificial Intelligence and Robotics and their Impact on the
Workplace, 2017, p.10
El Kaakour, N: L’intelligence artificielle et la responsabilité civile délictuelle, Université Libanaise, Faculté de
droit et des sciences politiques et administratives filiere francophone, 2017, p. 6.

(5) Russell S. J., & Norvig: P., Artificial Intelligence, A Modern Approach, Pearson Education Limited, 3rd edition,
2014, p.15& Karl Manheim and Lyric Kaplan: Artificial Intelligence: Risks to Privacy and Democracy,2019,p.113

available at this site: https://www.tandfonline.com/doi/abs/10.1080/15230406.2021.1910075
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(1) Manheim, K., Kaplan, L: Artificial Intelligence: Risks to Privacy and Democracy, 2019, p.113
https//papers.ssrn.com/so13/papers.cfm?abstract_id=3273016
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(3)HOUSE OF LORDS: Al in the UK, ready, willing and able, Ordered to be printed 13 March 2018 and published
16 April 2018, P.20.https://publications.parliament.uk/pa/ld201719/1dselect/Idai/100/10002.htm
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Article 4/1 of REGULATION (EU) 2016/679 ‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person;
https://gdpr-info.eu/art-4-gdpr/
Andrew Murray:Information Technology Law: The Law and Society-Fourth Edition-Oxford University Press-
2019- p573
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Law No. 2004-801 of 6 August 2004 on the protection of individuals with regard to the processing of personal
data and amending Act No. 78 -17 of January 1978 relating to computers, files and documents freedoms, OJ,

7 August 2004,- LOI n° 2004-801 du 6 aot 2004 relative a la protection des personnes physiques a 1’égard
des traitements de données a caractére personnel et modifiant la loi n° 78-17 du 6 janvier 1978 relative a

I’informatique, https://www.legifrance.gouv.fr/eli/10i/2004/8/6/JUS X0100026L/jo/texte
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(4) Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences

under its domestic law, when committed intentionally, the access to the whole or any part of a computer system

without right. A Party may require that the offence be committed by infringing security measures, with the

intent of obtaining computer data or other dishonest intent, or in relation to a computer system that is connected

to another computer system.»Convention on Cybercrime- European Treaty Series - No. 185- Budapest,
23.X1.2001https://rm.coe.int/1680081561.
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(1) Adomi, Esharenana: Security and Software for Cybercafesi- information science reference,2008, p226.

(2) Art. 323-1 Le fait d’accéder ou de se maintenir, frauduleusement, dans tout ou partie d’un systéme de traitement
automatisé de données est puni de (L. no 2004-575 du 21 juin 2004, art. 45-I) «deux ans» d’emprisonnement et
de (L. no 2015-912 du 24 juill. 2015, art. 4) «60 000 €» d’amende.
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(1) Toute allégation ou imputation d’un fait qui porte atteinte a I’honneur ou a la considération de la personne ou du
corps auquel le fait est imputé est une diffamation. La publication directe ou par voie de reproduction de cette
allégation ou de cette imputation est punissable, méme si elle est faite sous forme dubitative ou si elle vise une
personne ou un corps non expressément nommés, mais dont 1’identification est rendue possible par les termes
des discours, cris, menaces, écrits ou imprimés, placards ou affiches incriminés.

Toute expression outrageante, termes de mépris ou invective qui ne renferme 1’imputation d’aucun fait est une
injure.»https://www legifrance.gouv.fr/loda/id/LEGITEXT000006070722

VY @) e alid Al Gl sl QS sl s (V)

s ¢ g IV 350 e Jalall Byles 3 Sl slall 595 sesoliuill danl dama s g lolall e sass dama .3 (V)
AYOUo YY) g8l Y ysgiats (osilally day il A (Aigilally Lgadll Cagon !
O¥m Yo YN Y uall bl cilial 53 Aloms (&5l Bal 53 <39, BSIYN 3150 dan s e Sles (a1

Aaaly (B lai®Yy 2 0gall colaal 5l Al ¢ 39 2SI 3131 @51y B A8 Lind| ASY1 ralll i (o y 3as 3 (£)
N4 YT gs Vg cAalell bl

o Lo Ayl pl Aol g ilall dula Wy ni Unglgiailig Ugiléldlao



Ul Jjuo—5jag-0n0.2

(\)«a\_"a) Qﬁ.\g;‘ sl Lis ‘34.53 Les

oyl IS aliaall (g 5La (o (Y1) 33U 3 6 pull g 2kl pn 13y
el 5 53 ilaslan allad ol cilagles 41 Jlasiaal (Y4 VA 22 1V0) B3Laglal
Calan il e 3300 o0a el sl G (ol s Calie (Sgtimman dtay 5oy aaiei
4—.4%@-‘;‘3‘3‘-‘*&«)33Y%‘ﬂﬁﬂ‘ww&}ﬁwgﬁw@o&ﬁmdﬁwdb
ol Jleniaal and cya S cpingaall oyila sl ol din Call BLa3 35 5l o3 Yy
Ssizmas Lglas 31 il Anied il dane Aandlas o A lagles 302 ol Slaglas
(e i gl oyLiie by uleal Ll cym B yta Lo Lala¥ ol v aladl il s Slie
Calay : u“_,‘.cua.dl_f‘_g‘).‘ai‘ub}u_” Ol (1) 15,8a ¥ ‘\o;Ll\u;Lx LS
| Aiicae ol M@Mﬁcuﬁij‘j u\;\‘_j.@.‘.uj&\.:\u.ndsu_u.mlb
il Gl ey i 1S o 2Ll 35U Aiead! 3 ,katl sus Ly dide Mammtia
331 (yn pal oLy 50m pn S Sl g aa oo 0333 Y Bote (ymaadly 3Ly
Jons alidll e i Jamd Ll HLal 3 ylatl suals Lgale Famml] @3 3
o2xgs Al JLad¥1 s (S5 5 oal alall Cali gl ymcally Ll e ¢ Lie¥)
Ly 53 34231 5 50lmar Jlsn ¥ praen 8 @Sy - dtials g Alals e 13Latal 301
S hameitll 5oy @Som LaS i Lgie hommd ol &gy yandl B At 15 )5S Las
lgalae! ol dasyadl e Aliamall

30 e JS ] Ll (il Lm\ ligaadl 0eilB e (YYV) 3l el LS
Al e gl Juatly Lggle CBLea JLU 5l ualll oo ey po QISS5L 4418 050 &
e s 2 2 s . .
by S ol Clay Ligomims dpagill 1S9 a5 a0l Adazes Hgal s Lial ol suddl ol
el S ol by Upmams g agall S0 o 13 Gty Gl wipmadlly ol

5oa st s Calas 5 €3 Le Jias il enied Alacal gy Ligidio,u 2 3ua oy o S

ACLE,_‘__&MJUE,@)AE}\:-.J:Z" g_\.AUa.d‘ Q_\,»L)LE.AE.M‘JA L(fb?")‘\:hn E)ALBJ?@__;LL?J‘ 1@:.‘}.[‘ R _Lwﬁ\.a.u} . (\)
RASTA SR LW V& OGA celald! ?4_1./:‘.) LJL&&YUM}ELEJ‘ A_)Lmb.ﬂ‘a.\:r_an
https //WWW.CC.ZOV. eg/leglslauon smgle"ld 386006

¥4 3l ai (V)
https://masaar.net/egypt_laws/%D8%A7%D9%84%D9%85%D8%A7%D8%AF%D8%A9-309-
%D9%85%D9%83%D8%B1%D8%B1-%D8%A3/

(T (€ JupulJoll aasdl &l alagll



()80 A wlja) o=l & pjill A4idi) Egpuitoll jue plaAi dlialldaalgoll

Usmims gl OIST olgun diinn Bilewnas o w33 Y Al yay ol s le w33 Y
ol T it alanly, Lgas AT B 18T el gen spags IS5 Y Al el iy
N el T e 1359 Bte sl dgle (Bl Bzl 2 sluund! 5 YAy o
Motz Gle Gle w33 Y Al iy
o (V=) Bl casls g ¢ JLaBNl o0in Lo s il g it eﬁ LS
el ol S, spagll 3ok (e Jymandly 0] le o s yall clygiall (g3l
e el 35N Gl I3 Gle (Bl byl wa‘m O Lol ye o513y

.(Y)«pﬁ\/b’ .. Z\.A‘)cja‘}u.u

Cala 4] e omdi i yall calgaall el e (V=YY )55l sl g
Fuo Ll 3Lt Aatl 10ae lgil e S 950 80+ + Loy dal y2 g ale 3ul Gusslly
g_"rua:r_& 3)3.‘4&33;‘&@3;‘ Cotl=Y i) A__u.ujz\;\.’ju—)ﬁm

. (r)«t\lab‘}n 092 ual.as OLS.A

‘qi\)_?._” Gla Lesiey 2 e Oosala by e VY=Y YT el v el g
faLculSmuﬁu.uu_& b_aUaQ'AJ}LaJ Y-YY ) -¥Y u}]éu‘uﬁLg__.d.cu_aya.di‘
uu&l&daﬁj;j)ﬁgbf‘ T Laylade 4l 52 9 prale 5L yoecdd! ﬁS:J‘ujs:' ‘u_a\i.;‘
gdsilly il Sle A3slsl) ane Wls 3 cilysaall

3133y L1 A LB 350 i Ja 39 (31 598 it Sl (J-aly
S,y

(1) https://manshurat.org/node/14677

(2) <extorsion est le fait d’obtenir par violence, menace de violences ou contrainte soit une signature, un engagement
ou une renonciation, soit la révélation d’un secret, soit la remise de fonds, de valeurs ou d’un bien quelconque.
L’extorsion est punie de sept ans d’emprisonnement et de 100 000 € d’amende

(3) Art. 226-1 : Est puni d’un an d’emprisonnement et de 45 000 € d’amende le fait, au moyen d’un procédé quel-
conque, volontairement de porter atteinte a I’intimité de la vie privée d’autrui:
lo En captant, enregistrant ou transmettant, sans le consentement de leur auteur, des paroles prononcées a titre
privé ou confidentiel; — V. Arr. du 4 juill. 2012 [ ss. art. R. 226-1.

20 En fixant, enregistrant ou transmettant, sans le consentement de celle-ci, I’image d’une personne se trouvant
dans un lieu privé;

(4) Art. 226-2-1 (L. no 2016-1321 du 7 oct. 2016, art. 67) Lorsque les délits prévus aux articles 226-1 et 226-2 por-

tent sur des paroles ou des images présentant un caractere sexuel prises dans un lieu public ou privé, les peines
sont portées a deux ans d’emprisonnement et a 60 000 € d’amende.
Est puni des mémes peines le fait, en 1’absence d’accord de la personne pour la diffusion, de porter a la con-
naissance du public ou d’un tiers tout enregistrement ou tout document portant sur des paroles ou des images
présentant un caractere sexuel, obtenu, avec le consentement expreés ou présumé de la personne ou p ar elle-
méme, a I’aide de ’un des actes prévus a I’article 226-1.
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(2) 312-1 L’extorsion est le fait d’obtenir par violence, menace de violences ou contrainte soit une signature, un
engagement ou une renonciation, soit la révélation d’un secret, soit la remise de fonds, de valeurs ou d’un bien
quelconque.
L’extorsion est punie de sept ans d’emprisonnement et de 100 000 € d’amende.
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(6) Dayani, R.; Chhabra, N.; Kadian, T., & Kaushal, R.: An Exploration of Twitter Role in Rumor Propagation
Among Undergraduates, Community. In Proceed-ings of the 20 th international conference on World Wide
Web. 2016, P. 422
Rudat: A. Twitter Spreads Rumors: Influencing Factors on Twitter’s Role in Rumor Spread Among University
Students, PhD Thesis, Tubingen: Tubingen. 2015, p. 2

(7) Jiang, M., Cui, P., & Faloutsos, C.: Suspicious Behavior Detection: Current Trends and Future Directions, IEEE
Intelligent Systems, 2016, 31(1), p 39.

Huang, Y. L., Starbird, K., Orand, M., Stanek, S. A., & Pedersen, H. T.: Connected Through Crisis: Emotional
Proximity and the Spread of Misinformation Online, In Proceedings of the 18th ACM Conference on Computer
Supported Cooperative Work & Social Computing. February 2015, p. 969.
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(1) Article 113-2-1, «Tout crime ou tout délit réalisé au moyen d’un réseau de communication électronique, lorsqu’il
est tenté ou commis au préjudice d’une personne physique résidant sur le territoire de la République ou d’une
personne morale dont le siége se situe sur le territoire de la République, est réputé commis sur le territoire de la
République.» Création LOI n°2016-731 du 3 juin 2016 - art. 28
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(2) Sabine Gless, Emily Silver Man. Thomas WEIGEND: «If Robots cause Harm, Who is to Blame? Self-Driving
Cars and Criminal Laiability», New Criminal Law Review, SSRN, Janury 29, 2016, pp.1-12.
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(2) Betiil Colak: Legal Issues of Deepfakes- January 19, 2021
https://www.internetjustsociety.org/legal-issues-of-deepfakes
4 States Now have Deepfake Laws (not specific to elections)https://cybercivilrights.org/deep-fake-laws/

(3) Avi Gesser, Megan Bannigan, Christopher Ford, Anna Gressel and Scott Caravello. «Debevoise Discusses
Malicious Corporate Deepfakes». Newstex Blogs CLS Blue Sky Blog, February 1, 2023 Wednesday. ad-
vance.lexis.com/api/document?collection=news&id=urn:contentItem:67FM-9D11-FO3R-N3NT-00000-
00&context=1516831. Accessed February 14, 2023.

(4) Private right of action for unlawful dissemination or publication of a sexually explicit depiction of an individual

(5) as a result of digitization, to be giving a performance they did not actually perform or to be performing in a
performance that was actually performed by the depicted individual but was subsequently altered to be inviola-
tion of this section.
https://www.nysenate.gov/legislation/laws/CVR/52-C#:~:text=Section%2052%2DC%20Private %20
right.explicit%20depiction%200f%20an%20individual
Sales, Jonathan S., and Jessica A. Magaldi. «Deconstructing the Statutory Landscape of’Revenge Porn’: An
Evaluation of the Elements That Make an Effective Nonconsensual Pornography Statute.» Am. Crim. L. Rev.
57 (2020): p1507
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(1) OFindLaw.com - Virginia Code Title 18.2. Crimes and Offenses Generally § 18.2-386.2. Unlawful
dissemination or sale of images of another; penalty - last updated January 01, 2020 | https://codes.findlaw.com/
va/title-18-2-crimes-and-offenses-generally/va-code-sect-18-2-386-2.html
Title 18.2. Crimes and Offenses Generally » Chapter 8. Crimes Involving Morals and Decency » Atrticle 5.
Obscenity and Related Offenses
https://law.lis.virginia.gov/vacode/18.2-386.2/

(2) A. Any person who, with the intent to coerce, harass, or intimidate, maliciously disseminates or sells any
videographic or still image created by any means whatsoever that depicts another person who is totally nude,
or in a state of undress so as to expose the genitals, pubic area, buttocks, or female breast, where such person
knows or has reason to know that he is not licensed or authorized to disseminate or sell such videographic or
still image is guilty of a Class 1 misdemeanor. For purposes of this subsection, «another person» includes a
person whose image was used in creating, adapting, or modifying a videographic or still image with the intent
to depict an actual person and who is recognizable as an actual person by the person’s face, likeness, or other
distinguishing characteristic.

B. If a person uses services of an Internet service provider, an electronic mail service provider, or any other
information service, system, or access software provider that provides or enables computer access by
multiple users to a computer server in committing acts prohibited under this section, such provider shall not
be held responsible for violating this section for content provided by another person.

C. Venue for a prosecution under this section may lie in the jurisdiction where the unlawful act occurs or where
any videographic or still image created by any means whatsoever is produced, reproduced, found, stored,
received, or possessed in violation of this section.

D. The provisions of this section shall not preclude prosecution under any other statute.

(3) An act to amend Section 35 of the Code of Civil Procedure, and to amend Section 20010 of the Elections Code,
relating to elections. [ Approved by Governor September 29, 2022. Filed with Secretary of State September 29,
2022. ]https://legiscan.com/CA/text/ AB972/2021
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(1) (a) Except as provided in subdivision (b), a person, committee, as defined in Section 82013 of the Government
Code, or other entity shall not, within 60 days of an election at which a candidate for elective office will ap-
pear on the ballot, distribute, with actual malice, materially deceptive audio or visual media, as defined in
subdivision (e), of the candidate with the intent to injure the candidate’s reputation or to deceive a voter into
voting for or against the candidate

(2) () (1) A candidate for elective office whose voice or likeness appears in a materially deceptive audio or visual
media distributed in violation of this section may seek injunctive or other equitable relief prohibiting the
distribution of audio or visual media in violation of this section. An action under this paragraph shall be
entitled to precedence in accordance with Section 35 of the Code of Civil Procedure.

(3) (e) As used in this section, «materially deceptive audio or visual media» means an image or an audio or video
recording of a candidate’s appearance, speech, or conduct that has been intentionally manipulated in a man-
ner such that both of the following conditions are met:

(1) The image or audio or video recording would falsely appear to a reasonable person to be authentic.

(2) The image or audio or video recording would cause a reasonable person to have a fundamentally different
understanding or impression of the expressive content of the image or audio or video recording than that person
would have if the person were
Mika Westerlund, «The Emergence of Deepfake Technology: A Review,» Technology Innovation Management
Review 9, no. 11 -November 2019: pp39-52
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(1) A person violates this Code section if he or she, knowing the content of a transmission or post, knowingly and
without the consent of the depicted person:

(1) Electronically transmits or posts, in one or more transmissions or posts, a photograph or video which depicts
nudity or sexually explicit conduct of an adult, including a falsely created videographic or still image, when
the transmission or post is harassment or causes financial loss to the depicted person and serves no legiti-
mate purpose to the depicted person; or

(2) Causes the electronic transmission or posting, in one or more transmissions or posts, of a photograph or
video which depicts nudity or sexually explicit conduct of an adult, including a falsely created videographic
or still image, when the transmission or post is harassment or causes financial loss to the depicted person
and serves no legitimate purpose to the depicted person.

Georgia Code Title 16. Crimes and Offenses § 16-11-90
(2) Any person who violates this Code section shall be guilty of a misdemeanor of a high and aggravated nature; pro-

vided, however, that upon a second or subsequent violation of this Code section, he or she shall be guilty of a

felony and, upon conviction thereof, shall be punished by imprisonment of not less than one nor more than five

years, a fine of not more than $100,000.00, or both
https://codes.findlaw.com/galtitle-16-crimes-and-offenses/ga-code-sect-16-11-90.html
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(2) HENRY CAMPBELL BLACK: BLACK’S LAW DICTIONARY, FOURTH EDITION, THE PUBLISHER’S
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(5) HENRY CAMPBELL BLACK, BLACK’S LAW DICTIONARY, FOURTH EDITION, THE PUBLISHER’S
EDITORIAL STAFF, WEST PUBLISHING CO., 1968, p.444.
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(3) Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its

domestic law, when committed intentionally, the access to the whole or any part of a computer system without right. A Party

may require that the offence be committed by infringing security measures, with the intent of obtaining computer data or

other dishonest intent, or in relation to a computer system that is connected to another computer system.»Convention on
Cybercrime- European Treaty Series - No. 185- Budapest, 23.X1.2001https://rm.coe.int/1680081561
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(6) Art. 323-1 Le fait d’accéder ou de se maintenir, frauduleusement, dans tout ou partie d’un systéme de traitement

automatisé de données est puni de (L. no 2004-575 du 21 juin 2004, art. 45-I) «deux ans» d’emprisonnement et
de (L. no 2015-912 du 24 juill. 2015, art. 4) «60 000 €» d’amende.
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(1) Art. 323-1 Le fait d’accéder ou de se maintenir, frauduleusement, dans tout ou partie d’un systéme de traitement
automatisé de données est puni de (L. no 2004-575 du 21 juin 2004, art. 45-I) «deux ans» d’emprisonnement et
de (L. no 2015-912 du 24 juill. 2015, art. 4) «60 000 €» d’amende.
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https://www.cc.gov.eg/legislation_single?id=386006
(2) Art. 226 >-16 (L. no 2004-801 du 6 aolit 2004, art. 14) Le fait, y compris par négligence, de procéder ou de faire
procéder a des traitements de données a caractere personnel sans qu’aient été respectées les formalités préalables
a leur mise en ceuvre prévues par la loi est puni de cing ans d’emprisonnement et de 300 000 € d’amende.
Le livre Ier du code pénal est entré en vigueur le ler mars 1994 (L. no 92-1336 du 16 déc. 1992, art. 373, mod.
par L. no 93-913 du 19 juill. 1993)
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(4) «processing’ means any operation or set of operations which is performed upon personal data or sets of personal
data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adap-
tation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination (...) restriction, erasure or destruction;
Article 4 Definitions-Regulation of the European Parliament and of the Council on the protection of individu-
als-25 January 2012- p77

AUM (e JuplJoll aasdl &l alagll



()80 A wlja) o=l & pjill A4idi) Egpuitoll jue plaAi dlialldaalgoll

rdkad s 518,51 - Lald
A Y 2l ccslslaall @30y (po Bl Aot lan Bay yo a3 363Ul S, @
g a2 ¥ gl Sl e sy Ol i Ladl g e Bms 3ians
Gueall a3l a5 Lis Jiad ol g 3 Adiwy Jlestil 5 J ey
93 5890ty Guleall gl el Colia Ggizmas Lglay g sbiled] & lasy
e g @ crag e elule iomall ggiall cilnlly da 5 A pumin 52 s
i yig i oy b Sl i asingc Taigums bl colin 35900
LAl o Lo 53 ol caledy 03 o Le Joad! Lgale
oha celliatly ¢y g Busl o Lol Caings 1 3315Y1 5 1ggiall S 1 @
ST B (ke ey yandl Jamis o Slind| sl 355 o ST B 5015Y)
e 4l e Lyl (o, 2 1y Pagaae yud Laypadl Jamia Lasl 355 o
Val sl @l dalaill 46 palee Jl el j2 31 A3l il
o9 Alad! aadll ) il e ggiall o8 1 8y puall (il 2aSoms i pe A3y
ALl uasll Lages yolgn of S0 s Lols Lalia 1 ad L agalialdo i is
by s dale pa Jody U Gl sl 33y sag calall
o lasical daal (o S 26 pmall gilatl (e (Y1) 3aLAI il B las¥log
EFURPE PSUNI JITF - PETIICIS POt TP PN JON PR PISSN (PR PR I W
0393 S pall glal Laag aladl Lol wandll Ay ol o0s et & (yag Ll
ol sl

Ao TV gl Zasladl s cLgie Blagly 309 ,5SIW! @51 pandl dagligs ajees (V)

danlo s Ve oy el g gl 1 A slall ilemeadl Hliely (it 4Bl Llesd | oyliney o s (V)
NG o0 Ay pall agill Hls sliae¥ly B Al B gaiall Gak il o Ablindl Gylesdl  pallall aie

Y o Gl g po il desme aliss ()

YAV (o e oles g 3o 1 1S5 denls (8)

WV o Gelas g e bl ill ccnbigaall (g3l 1 I3 LS il e 7.5 (0)

20 o Yo+ 3 palall iy all Ruagill 13 Slind) sumil) Tolall A il 1 (o 3gazmes (1)

YTV Bmin — ¥V 5clB - WAL ) 5 CaSa Y VT/Y /Y0 Buda - ASLT (51 51 A5LAB AT ] 11100 @) (yalall (V)

o Lo Ayl pl Aol g ilall dula Wy ni Unglgiailig Ugiléldlao



Ul Jjuo—5jag-0n0.2

Jlaalyy 33U G sl o s aatll e L jumy o o pall gl 51 91
.(Y)dmy‘j Las! Gayb e L@cﬁjjyddzdju.csmz\.yjﬁ:g‘ Z\:JL«.I.“:,A

Llas Aoy ol Jan (e dumns o pall g il sllaan O Ll (6 o tumglad
rall g il 1l 15 gasma [Shue aay wastll gl JLea¥! Gajls e lgu Lgle
093 gl (4l
z.l_)g.a.ﬂ” ‘-édﬁ

¥ onties (e J35 Y 5oe Guadls (Y1) 33l it g g enll p il 3Ly
din Call Bl Holod Vg din all 35La cye Ja5 Y Bal yhyg il 9w Lua J9lod
ol 0333 Y Bat Gl a2 ] Bl Laiy ccnipsall cnila sasly of
.3)5:'\‘"” LAJ‘.J.B.A&LQ‘:;JU@LU Z\.A‘)_a_‘bjcb‘jiuu.u.n}

L st
x| Loy 393 Ao guaded | SO daa y

1 9Nyl - g

| \VO‘Q_:{)QLAE_L:_U Z\,.u_:ﬂp_;s‘):-. a_zsls_nuy\.éu_A (YO) B.\U.‘u_a_;.]
Craa (e JE Y 8 sl phrg( yed] Ticw (e S8 Y 5 e Luasdl o Blasy 1o le YA
ole gtiel (ya JS conugaall ila gas b ol cdin Call 25k Holani Vg d i ca ]
Lol 3Ll ey gl ol ¢ (g pumall patizell (2 By @l gl Gl a6
Hjﬁ;%‘yujéqwumﬁd@jﬁﬁ?\ Sl 3 e st Z\_Ov\JSJJ_u;\;\
9 laglas ealaglatl s Bilag ol gl alaglell 2 SLall 33,0 oy o o &
caols slguw ;oL'ajojAua_ifbk:g;‘ jﬁwymdl_glﬂ;l.g,ag:-gﬂ Lag \3}4.4;\ ‘SL_Q:\
.((Mﬁ\..ﬂ ‘Q;‘MB)‘M‘QLAM‘

AV 5o Y)Y g igily il ALzl 1o Adleslall day ol e ¥y ogenland! @51y A5 ] daza T (1)
q_:u‘}a.” Cj)hx@))ﬁ?‘ w‘ QLvLi_J‘ @w&ebf;wbi‘@L@“@M‘ :L?’.n.m M).u‘,j.a (Y)
TVEE o Y oYY Gudacd ] Uails Baals o Bgamdl ALS

(ACW e JupnlJoll aasdl &l alagll



()80 A wlja) o=l & pjill A4idi) Egpuitoll jue plaAi dlialldaalgoll

Bt Lasdey 1 te ot (V=Y=YY )20l Lo o yatl cabigdatl gild el g
Lecds a\sjy;j cilislas Y=YV \—W{oy:;u\ 2 Lgele poguaill @31 5l
ool 5l a1 syl 1359 Galss 5l ale IS e o Lglolanll @53 i
Cedl (ya IS ] e e ) Al ge aie Al B gypy Al T Layuddal y2
Bl 13 gm ol s Lonay 3latty iens (g1 51 s (61 N1 i) 5l s9gamndl oLl
i 2 LB (ya gl Gl (e An yide gl domy yen A381 503 Lule Jpuman!| @3 Bcuin
S5 o Ll (ogenil] Jlad¥l ua alasiuly
zng:‘d'é‘Sj -L..Cﬂﬁ

m Gasi Al da Lot (g0 y il Jad (ya (g3l (4S ,11 09800 @mu_s,n o
(“-'u-“ﬁ oyl Gle mge Mol 05 (e 2ue LI 093 Bamy Al Jad Jaly
#lgu i‘»‘ﬁ Lo s Lgale Ggallall (ol ¥I OIS ol Gamy Haill Jad oyl
it Laing i i oo om0 cmp ¢ piilin i gl e IS 01 0)S
Oe Y VAL VWO @) culaglall s @51 o 3xalSa 19313 g (YO ) 3L
iy leglall 4 g gl ol (A dlaglall Al e 5 23l 3ok
Aoyl yie Sy Ao gazma ol Ay Bl sl die oW1 33U o 0ys3Lall Lgh ye
Antlang @dalig e By g la il g (35 e*—iusa—ba‘fmwij
9l Aleugllyda 5 50 La JS s Jadig cnlibod! o alaglall Jolgg « jmglaty
CIESLLY o Ul Banziaad ) Sl

Boluall el ).Lu.d\ulgm\}l\ﬁ_m il (Y0) aalth o)l LSl s sastl

Ul_o.@u,oj«w)_;cga\WuL@Li\ulS elgiun YO oéu‘u_"oa)_‘_&y'

By yond Lidizmn (0980 Gand! Cang 3301 A3 (e Aoill (ol a e lgiily yio
coolma dsgns gl

(1) Art. 226-2-1 (L. no 2016-1321 du 7 oct. 2016, art. 67) Lorsque les délits prévus aux articles 226-1 et 226-2

portent sur des paroles ou des images présentant un caractére sexuel prises dans un lieu public ou privé, les
peines sont portées a deux ans d’emprisonnement et a 60 000 € d’amende.
Est puni des mémes peines le fait, en I’absence d’accord de la personne pour la diffusion, de porter a la
connaissance du public ou d’un tiers tout enregistrement ou tout document portant sur des paroles ou des
images présentant un caractere sexuel, obtenu, avec le consentement expres ou présumé de la personne ou par
elle-méme, a I’aide de 1’un des actes prévus a I’article 226-1.

YYVY o xé.vLucAJ.A 180 J.a:»‘l B (Y)
https://www.cc.gov.eg/legislation_single2id=386006 Y + VA diw pudacai ] ) £ o2 () 2oSe TV sl - Aan Il 3y 11 (V)

Jno b Q! Golalu gl L Lajani UngleiaillgUgildll dlag



Ul Jjuo—5jag-0n0.2

94 i ol puaiiy al pa W1l Loatl b e il gl (o i Lali
oasdll 45al gay bt 00 pax @5 4B IS olg i oS il 1B (pe A G814l
Azl ge (yge alll Aa O 655 Apaad pill Gzl LeSmn aznig s nlildly il
o2 e 411S o Bl Jiomadd o s 1 3L o (S ¥ all ( mim
D pazadl dde 3alg @ i Jumaiit] gl dolzyl
315] Gl dn s g Haldl aadtl Gl Sl asdl sgatall oS @
Lo 3043 5 y9im ole go9 Lgd! Jsosll 0 ddias A id culua ] )
bt e 3V g a3l o
i Ay Y il cgusdl liad! g 2l 0 Al 3Ll @al ol Lia (yag
@Lﬁd\g@;a&ﬂshb\ AAS Ly Hlis Ja8 5 yoma Aoy pod| coaddd (G tan (S
9 ggiall 8 L Al ;2 ¥ 315¥ 008 (ye yrang o pal ol
Mo caladl Gilindl wemall 5153 oy G el & gtﬂﬁo_nauﬁnd.\:i\_.:
u\m‘uby\,ﬁ_\mwﬂﬁ\ympwﬁww andll 3ass cllay
oliny (193 el 3y ity il Ulle A 058 Ol p3 M Al 331] 4
J33 Y 3 e Guasdl Cdle g puall glall (e (Y0) 33l i oyl ad sdgpdall @
et all 35La 3olod Vg cdin all crened (pe J5 Y Bal yhug ¢ pgl] T ye
ot I laall 50 G pall g i) asd Lady «onngaall il gas by ol
>l e Ablell ane Alls B g5 Al T Loy dal 125 cnale 3l
B0 g8 10 (o cally ragill A lae Lnils 2aSime croind sall Ll
La 5o 15139 « Lgude izmald Aalindl 3Lt s o (e gatiel cragil oo 31 21|
Lo imll Ly iy Busl 52 935401 pgeall g iy plastanly Lalis o9y

(1) Stéphane Detraz: Les nouvelles dispositions réprimant les atteintes a 1’intimité sexuelle: faire compliqué quand
on peut faire simple (Commentaire de 1’article 226-2-1 du code pénal issu de la loi n® 2016-1321 du 7 octobre
2016) Revue de science criminelle et de droit pénal comparé 2016/4 (N° 4), p 750

(2) Cour de cassation, criminelle, Chambre criminelle, 16 mars 2016, 15-82.676, Publié au bulletin
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(5) L’extorsion est le fait d’obtenir par violence, menace de violences ou contrainte soit une signature, un engagement

ou une renonciation, soit la révélation d’un secret, soit la remise de fonds, de valeurs ou d’un bien quelconque.
L’extorsion est punie de sept ans d’emprisonnement et de 100 000 euros d’amende.
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(2) https://manshurat.org/node/14677

(3) <extorsion est le fait d’obtenir par violence, menace de violences ou contrainte soit une signature, un engagement
ou une renonciation, soit la révélation d’un secret, soit la remise de fonds, de valeurs ou d’un bien quelconque.
L’extorsion est punie de sept ans d’emprisonnement et de 100 000 € d’amende
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means of processing are determined by Union law or Member State law, the controller or the specific criteria for his
nomination may be designated by Union law or by Member State law.
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(2) <processor’ means a natural or legal person, public authority, agency or any other body which processes personal
data on behalf of the controller;
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