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Abstract:

The increasing use of technology in all fields, particularly in the field
of criminal justice, has led to an increase in the rate of reliance of both
national and international criminal investigations on digital evidence for any
criminal activity, In the past two decades, the role of this digital evidence in
investigations related to international crimes within the jurisdiction of the
International Criminal Court has become prominent.

Therefore, the question is no longer about whether to accept digital
evidence, but rather the legal framework that governs the admissibility of
such evidence and its authentication. Despite the absence of specific legal
rules for this type of evidence, this did not prevent the chambers of the court
from dealing with and accepting them under the general rules applicable to
evidence in general.

Given the importance of this evidence and the distinctive technical
nature which distinguishes it from other evidence in its traditional sense,
this study addressed the digital evidence from a historical perspective since
their inception before the international criminal courts, as well as their
definition, and the most prominent types of digital evidence that were used
before the international criminal courts. Then, it addresses the admissibility
of digital evidence in terms of the requirements for its acceptance before the
International Criminal Court (ICC), as well as the cases of its exclusion, and it
focuses on the direction of the ICC’s chambers in determining the indicators
of authenticity or validity of this evidence.

Keywords: Digital evidence — The International Criminal Court —

Admissibility of evidence — Authentication of digital evidence.
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el oo Sl (¢)
The prosecutor vs. Bemba, Decision on the admissibility of four documents, ICC-01/04-01/06, 13 June 2008, para.
28, available at: https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2008 03425.PDF
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.The prosecutor vs. Lubanga, Decision on the confirmation of charges, Op. cit., para. 70 :cl3 % 530 (Y)

el Lo il (YY)
The prosecutor vs. Lubanga, Decision on the prosecution and defence applications for leave to appeal the decision
on the confirmation of charges, Case no. iCC-01/04-01/06), 24 May 2007, paras. 32, 68, and 75, available at: https:/
www.icc-cpi.int/sites/default/files/CourtRecords/CR2007 02416.PDF
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el oo S (y)
The prosecutor vs. Lubanga, Decision on the confirmation of charges, ICC-01/04-01/06, 29 January 2007, para.,
available at: https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2007 02360.PDF

ile ol Gl B gl ASLind| AeSmall uulial Loy allad e (£) V4 350U (Y)
«The Court may rule on the relevance or admissibility of any evidence, taking into account, inter alia, the probative
value of the evidence and any prejudice that such evidence may cause to a fair trial or to a fair evaluation of the
testimony of a witness, in accordance with the Rules of Procedure and Evidence».

el oo Sl ()
The prosecutor vs. Lubanga, Decision on the admissibility of four documents, ICC-01/04-01/06, 13 June 2008,
paras. 26-31, available at: https://shorturl.at/bSYZA

Ll iy bl
The prosecutor vs. Bemba, Public Redacted Version of «Decision on the Prosecution’s Application for Admission
of Materials into Evidence Pursuant to Article 64(9) of the Rome Statute» of 6 September 2012, ICC-01/05-01/08,
8 October 2012, para. 8, available at: https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2012 08803.PDF
The Trial Chamber III stated that «In applying the admissibility test, the Chamber will examine each of the three
requirements above as follows:
Relevance. The first question is whether a submitted item is relevant in the sense that it «relates to the matters that
are properly to be considered by the Chamber in its investigation of the charges against the accused.» To pass the
relevance test, an item must be logically connected to one or more facts at issue, in the sense that the item must have
=the capacity to make a fact at issue more or less probable than it would be without the item. Put differently, an item
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will be relevant only if it has the potential to influence the Chamber’s determination on at least one fact that needs=
to be determined to resolve the case. The relevance of an item may be assessed in isolation or in relation to other
items of evidence in the case.

Probative value. Under the second part of the admissibility test, the Chamber must consider, on a preliminary
basis, whether the item in question has probative value. This will always be a fact-specific inquiry and may take
into account innumerable factors, including the indicia of reliability, trustworthiness, accuracy or voluntariness that
inhere in the item of potential evidence, as well as the circumstances in which the evidence arose. It may also take
into account the extent to which the item has been authenticated. While it is not necessary that each item of evidence
be authenticated via witness testimony, the Chamber needs to be satisfied that the item is what it purports to be,
either because this is evident on its face or because other admissible evidence demonstrates the item’s provenance.
Prejudice. Under the third part of the admissibility test, the Chamber must, where applicable, weigh the probative
value of the item in question against the prejudicial effect that its admission as evidence «may cause to a fair trial
or to a fair evaluation of the testimony of a witness». While this inquiry extends to prejudice to the proceedings as
a whole, one important component is the extent to which an item’s admission would unfairly prejudice the parties
in the presentation of their cases. This will always be a fact-sensitive inquiry and the Chamber may consider such
factors as whether an item’s admission would encroach on the accused’s rights under Article 67(1) of the Statute
or potentially delay proceedings because it is unnecessary or cumulative of other evidence. If potential prejudice is
identified, this will not necessarily preclude the item’s admission. The item will be excluded only if its relevance and
probative value are insufficient to justify its admission in light of its potentially prejudicial effect.»

el Lo Ll ())
Preparatory Commission for the international Criminal Court, proposal submitted by France concerning the rules

of procedure and evidence: part 3, section 1, subsection 2, 22 February 1999, rule 37(1), available at: https://www.
legal-tools.org/doc/289d76/pdf/
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el oo S (y)
Donald Piragoff, «aAticle 69—evidence», Otto Triffterer (ed.), Commentary on the Rome Statute of the Interna-
tional Criminal Court, 1301-1336, Second edition, (Nomos Verlagsgesellschaft, Baden-Baden, 2008), p.1321.

1l Lo LIl (Y)
Prsocutor vs. Bemba, Decision Pursuant to Article 61(7)(a) and (b) of the Rome Statute on the Charge& of the The
prosecutor Against Jean-Pierre Bemba Gombo, ICC-01/05-01/08, 15 June 2009, para. 41, available at: https:/www.
icc-cpi.int/sites/default/files/CourtRecords/CR2009 04528.PDF
The Chamber stated that «...relevance is the relationship between a piece of evidence and a fact that is sought to
be proven. The existence of such piece of evidence tends to increase or decrease the probability of the existence of
the fact. In assessing the relevance of the evidence, the Chamber makes a determination on the extent to which it is
rationally linked to the fact in question.»

el B el (T)
The prosecutor v. Ngeze and Nahimana, Decision on the Interlocutory Appeals, Separate Opinion of Judge Sha-
habuddeen, ICTR-99-52-1, 5 September 2000, para. 37, available at: https://shorturl.at/IgSX9
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Ibid: ety Lo 30 (1))

Ibid, para. 23:4U03 b a0 (Y)

el Lo il (YY)

Donald Piragoff, «Evidence», Roy S. lee (ed.), The International Criminal Court— Elements of Crimes and Rules
of Procedure and Evidence, transnational publishers, Ardsley, 349—401, 2001, pp. 382-383.
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1l Lo Ll (1))
The prosecutor vs. Bemba, Public Redacted Version of «Decision on the Prosecution’s Application for Admission
of Materials into Evidence Pursuant to Article 64(9) of the Rome Statute» of 6 September 2012, Op. cit., para. 8.
The Court stated that « Under the second part of the admissibility test, the Chamber must consider, on a preliminary
basis, whether the item in question has probative value. This will always be a fact-specific inquiry and may take
into account innumerable factors, including the indicia of reliability, trustworthiness, accuracy or voluntariness that
inhere in the item of potential evidence, as well as the circumstances in which the evidence arose. It may also take
into account the extent to which the item has been authenticated. While it is not necessary that each item of evidence
be authenticated via witness testimony, the Chamber needs to be satisfied that the item is what it purports to be,
either because this is evident on its face or because other admissible evidence demonstrates the item’s provenance.

1l Lo LIl (Y)
The prosecutor vs. Katanga, Decision on the prosecutor’s Bar Table Motions, ICC-01/04-01/07,17 December 2010,
para. 13, available at: https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2010 11294.PDF
«...The Chamber wishes to remind the parties that ... Under article 69(4) of the Statute, probative value is a key
criterion in any determination on admissibility. It follows that the Chamber must determine the probative value of
an item of evidence before it can be admitted into the proceedings. Probative value is determined on the basis of a
number of considerations pertaining to the inherent characteristics of the evidence...»
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Ibid, para. 24:U83 s ,Ia30 (V)

el Lo il (Y)
The prosecutor vs. Ntaganda, Judgment, ICC-01/04-02/06, 8 July 2019, para. 453, fn. 1283, available at: https://
www.icc-cpi.int/sites/default/files/CourtRecords/CR2019 03568.PDF
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el Lo il (YY)
The prosecutor vs. Bemba, Judgment pursuant to Article 74 of the Statute, ICC-01/05-01/08, 21 March 2016, para.
238, available at: CR2016 02238 .PDF (icc-cpi.int)
The Chamber took a cautious approach in assessing evidence originating from hearsay. It did not rule out such evi-
dence ab initio, instead assessing the weight to be accorded to it, taking into account the context and conditions in
which such evidence was obtained, and with due consideration of the impossibility of questioning the information
source in court. The Chamber further notes the Appeals Chamber’s finding that «the fact that evidence is hearsay
does not necessarily deprive it of probative value, but does indicate that the weight or probative value afforded to
it may be less, ‘although even this will depend upon the infinitely variable circumstances which surround hearsay
evidence’».
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The prosecutor vs. Bemba, Public redacted version of the First decision on the prosecution and defence requests for
the admission of evidence, dated 15 December 2011, ICC-01/05-01/08-2012-Red, 9 February 2012, paras. 14-16.
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el Lo Ll ())
Rogier Bartels, BALANCING PREJUDICE: FAIR TRIAL RIGHTS AND INTERNATIONAL PROCEDURAL
DECISIONS RELATING TO EVIDENCE, Amsterdam Center for International Law, 2019, p. 19, available at:
https://shorturl.at/qQ235

1l Lo il (Y)
The prosecutor v. Bagosora et al (Decision on The prosecutor’s Interlocutory Appeals Regarding Exclusion of
Evidence), ICTR-98-41-A, 19 December 2003, para. 2, available at: https://cld.irmct.org/assets/filings/483-ICTR-
98-41-0871-MILITARY-I-BAGOSORA-ET-AL-DECISION-OF-THE PROSECUTOR-S-INTERLOCUTORY-
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February 2009, para. 23, available at: https://shorturl.at/kmy13
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Rule 68(3) of the Rules, ICC-01/12-01/18-1267-Red, 26 January 2021, para. 24, available at: https://www.icc-cpi.
int/sites/default/files/CourtRecords/CR2021 01354.PDF
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C. Koettl, D. Murray and S. Dubberley, «Open Source Investigation for Human Rights Reporting: A Brief
History’, Oxford University Press, 19 December 2019, p. 21, available at: https://opil.ouplaw.com/display/10.1093/
1law/9780198836063.001.0001/1aw-9780198836063-chapter-2
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The The prosecutor v. Al Hassan, Second Decision on the Introduction of Prior Recorded Testimonies Pursuant to
Rule 68(3) of the Rules, Op. cit., para. 24.

el B ,lail (0)
L. Freeman, Digital Evidence and War Crimes Prosecutions: The Impact of International Digital Technologies on
Criminal Investigations and Trials, Op. cit., p. 316.
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N. Mehandru and A. Koenig, «Open Source Evidence and the International Court’, Harvard Human Riéhts Journal,
15 April 2019, pp. 334-335, available at: https://journals.law.harvard.edu/hrj/

1l Lo il (Y)
The The prosecutor v. Jean-Pierre Bemba Gombo et al., Dec. on Requests to Exclude Western Union Documents
and other Evidence Pursuant to Article 69(7), ICC-01/05-01/13, 29 April 2016, para. 73, available at: https://www.
icc-cpi.int/sites/default/files/CourtRecords/CR2016 _03125.PDF
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The The prosecutor v. Bosco Ntaganda, Dec. on Prosecution’s Request for Admission of Documentary
Evidence, ICC01/04-02/06-1838, 28 March 2017, para. 63, available at: https://www.icc-cpi.int/sites/default/files/
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International Bar Association, Recommendations of the International Bar Association ICC & ICL Progrémme to the
Independent Expert Review of the International Criminal Court, April 2020, available at https://www.coalitionfort-
heicc.org/sites/default/files/cicc_documents/IBA-Submission-to-IER-on-ICC-April-2020.pdf
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The The prosecutor v. Alfred Rombhot Yekatom & Patrice-Edouard Ngaissona, Yekatom Defence Submission on
the Conduct of the Trial, ICC-01/14-01/18, 15 May 2020, paras. 5-9, available at: https://www.icc-cpi.int/sites/
default/files/CourtRecords/CR2020_01959.PDF
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The prosecutor v. Jean-Pierre Bemba Gombo, Decision on the Prosecution’s Application for Admission of Materials
into Evidence Pursuant to Article 64(9) of the Rome Statute, Case No. icc-01/05-01/08, Trial Chamber III, 27 June
2013, para. 9, available at: https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2013 04725.PDF
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The prosecutor v. Francis Kirimi Muthaura, Uhuru Muigai Kenyatta and Mohammed Hussein Ali, Case No. icc-
01/09-02/11, Pre-Trial Chamber ii, Decision on the Defence Applications, for Leave to Appeal the Single Judge’s
Order to Reduce the Number of Viva Voce Witnesses, 1 September 2011, para. 26, available at: https://www.icc-cpi.
int/sites/default/files/CourtRecords/CR2011 14937.PDF
The Court declared that «.... the determination of the probative value of each piece of evidence submitted before the
Chamber shall be conducted on a case-by-case basis, in light of different criteria, such as its relevance, the source
from which it originates, its direct or indirect nature, its credibility, reliability, trustworthiness and genuineness.....»
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The prosecutor v. Germain Katanga and Mathieu Ngudjolo Chui, Case No. ICC-01/04-01/07, Trial Chamber II,
Decision on the Bar Table Motion of the Defence of Germain Katanga, 21 October 2011, («Katanga and Chui
Decision on Defence’s Bar Table Motion»), para. 13, available at: https://www.icc-cpi.int/sites/default/files/Cour-
tRecords/CR2011 17539.PDF
The Court stated that «If so, the Chamber must then determine whether it has sufficient probative value. Probative
value is evaluated on the basis of two factors, reliability and significance....»
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Kabongo, Mr Fidele Babala and Mr Narcisse Arido, Appeals Chamber Judgment Pursuant to Article 74 of the

Statute, ICC-01/05-01/13-2275-Red, 8 March 2018, para. 371, available at: https://www.icc-cpi.int/sites/default/
files/CourtRecords/CR2018 01639.PDF
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Kristina Hellwig, The Potential and the Challenges of Digital Evidence in International Criminal Proceedings, Inter-
national Criminal Law Review 22 (2022) 965-988, p. 984, available at: https://brill.com/view/journals/icla/22/5-6/

article-p965_008.xml?language=en
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The prosecutor vs. Bemba, Public Redacted Version of «Decision on the Prosecution’s Application for Admission
of Materials into Evidence Pursuant to Article 64(9) of the Rome Statute» of 6 September 2012, Op. cit., pp. 8-9.
The court held that « Probative value. Under the second part of the admissibility test, the Chamber must consider,
........... It may also take into account the extent to which the item has been authenticated.»
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JEI RO BV M)
Chris Reed, The Admissibility and Authentication of Computer Evidence - A Confusion of Issues, Computer Law
& Security Review, Volume 6, Issue 2, July—August 1990, pp. 13-16, available at: https://doi.org/10.1016/0267-

3649(90)90102-H

s o Il (v)
The prosecutor v. Popovic, and others, Case No. IT-05-88-T, Decision on Admissibility of Intercepted Communi-
cations in Trial Chamber II, paras. 33-35, available at: https://www.icty.org/x/cases/popovic/tdec/en/071207a.pdf

1l Lo Ll (YY)
The prosecutor v. Jean-Pierre Bemba Gombo, Case No. icc-01/05-01/08, Trial Chamber iii, Decision on the admis-
sion into evidence of items deferred in the Chamber’s «Decision on the Prosecution’s Application for Admission of
Materials into Evidence Pursuant to Article 64(9) of the Rome Statute», Oct. 8, 2012, para. 9, available at: https:/
www.icc-cpi.int/sites/default/files/CourtRecords/CR2012 08803.PDF
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The prosecutor vs. Bemba, Public Redacted Version of «Decision on the Prosecution’s Application for Admission

of Materials into Evidence Pursuant to Article 64(9) of the Rome Statute» of 6 September 2012, Op. cit., para. 9.

The Court stated that «In line with this approach, the Chamber stresses that there is no strict requirement that every

document be authenticated officially or by a witness in court. In the view of the Chamber, items can also be:

(v) Self-authenticating, if they are official documents publicly available from official sources;

() agreed upon by the parties as authentic;

(ww) prima facie reliable if they bear sufficient indicia of reliability such as a logo, letter head, signature, date or
stamp, and appear to have been produced in the ordinary course of the activities of the persons or organisations
who created them; or

(ww)in case the item itself does not bear sufficient indicia of reliability, shown to be authentic and reliable by the
tendering party through provision of sufficient information to enable the Chamber to verify that the documents
are what they purport to be.»
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RIGHTS, Duke Law & Technology, 2019, p. 129-145, available at: https://scholarship.law.duke.edu/cgi/viewcon=
tent.cgi?article=1334&context=dltr

JEI R BV V)
A. Koenig and L. Freeman, ‘Open Source Investigations for Legal Accountability’ in S. Dubberley, A. Koenig and

D. Murray (eds) Digital Witness: Using Open Source Information for Human Rights Investigation, Documentation
and Accountability (Oxford University Press, Oxford, 2020) 331-342, p. 339.

Ibid, para. 22 :cll> L sl (v)

1l Lo Ll (YY)
The prosecutor v. Jean- Pierre Bemba Gombo, Decision on the Prosecution’s Application for Admission of Materi-
als into Evidence Pursuant to Article 64(9) of the Rome Statute, Op. cit., para. 9.

el Lo LIl ()
Ibid, paras. 80-122. )
The Court ruled that «recordings that have not been authenticated in court can still be admitted, as in court authenti-
cation is but one factor for the Chamber to consider when determining an item’s authenticity and probative value.»
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el Lo Ll ())
The prosecutor v. Laurent Gbagbo and Charles Blé Goudé, Case No. icc-02/11-01/15, Appeals Chamber, Judg-
ment on the appeals of Mr Laurent Gbagbo and Mr Charles Blé Goudé against Trial Chamber I's decision on the
submission of documentary evidence, 24 July 2017, para. 52, available at: https://www.icc-cpi.int/sites/default/files/
CourtRecords/CR2017 04777.PDF
The court stated that « It is clear that, depending on the circumstances, the authenticity of a given document may
be further elucidated by other evidence, be it evidence specifically adduced for that purpose or evidence otherwise
submitted in the course of the trial.»

el Lo Ll (Y)
The prosecutor vs. Bosco Ntaganda, Judgement, Op. cit., para. 282. )

el Lo il (YY)
Kathleen O’Neill et al, New Wine in Old Wineskins? New problems in the use of electronic evidence in Human
Rights investigations and Prosecutions, The Bernard and Audre Rapoport Center for Human Rights and Justice,
2014, pp. 13-14, available at: https://repositories.lib.utexas.edu/server/api/core/bitstreams/125ebe59-7d62-4¢58-
9449-de8ed3dd43a0/content
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L. Freeman, Digital Evidence and War Crimes Prosecutions: The Impact of International Digital Technologies on
Criminal Investigations and Trials, Op. cit., pp. 310-317.

el B, (Y)
International Criminal Court, Final Report of the Independent Expert Review of the International Criminal Court
and the Rome Statute System, Op. cit., para. 555.
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el Lo Ll ())
The prosecutor v. Bosco Ntaganda, Case No. ICC-01/04-02/06, Trial Chamber VI, Public Redacted Version of ‘De-
cision on Defence Request for Admission of Evidence From the Bar Table, 31 January 2018, paras. 15, 19, 28, 30,
33 and 46, available at: https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2018 00480.PDF

el Lo Ll (Y)
The prosecutor v. Jean-Pierre Bemba Gombo, Decision on the Prosecution’s Application for Admission of Materials
into Evidence Pursuant to Article 64(9) of the Rome Statute, Op. cit., para. 9.

el Lo il (YY)
Lindsay Freeman, Weapons of War, Tools of Justice: Using Artificial Intelligence to Investigate International Crim-
inals, Journal of International Criminal Justice 19 (1), March 2021, p. 18, available at: http://dx.doi.org/10.1093/

jicj/mgab013

el B il ol a5t oha JS) Asls 21B e ¢ U (¢)
Berkeley Protocol on Digital Open Source Investigations: A Practical Guide on the Effective Use of Digital Open
Source Information in Investigating Violations of International Criminal, Human Rights and Humanitarian Law, UC
Berkeley Center for Human Rights and Office of the High Commissioner for Human Rights, 2020, paras 183- 194,
available at:
https://www.ohchr.org/en/publications/policy-and-methodological-publications/berkeley-protocol-digital-open-
source

el Lo Ll (o)
S. Raghavan, ‘Digital forensic research: Current state of the art’, CSI Transactions on ICT, Volume 1, 2013,91-114,
p. 101, available at: https://link.springer.com/article/10.1007/s40012-012-0008-7
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el Lo Ll (1))
Yvonne Ng, ‘How to Preserve Open Source Information Effectively’ in S. Dubberley, A. Koenig and D. Mur-
ray (eds) Digital Witness: Using Open Source Information for Human Rights Investigation, Documentation and
Accountability (Oxford University Press, Oxford, 2020) 146-164, p. 147, available at: https://opil.ouplaw.com/

display/10.1093/1aw/9780198836063.001.0001/1aw-9780198836063-chapter-8

lld B aal; (V)
Yuezun Li et al, In Ictu Oculi: Exposing ai Created Fake Videos by Detecting Eye Blinking, conference paper pre-
sented in the 2018 IEEE International Workshop on Information Forensics and Security (wifs), 31 January 2019,

available at: https://ieeexplore.ieee.org/document/8630787
alazial Juady oLl G W1 0800 iKY RSl ) @ % (E-court) sellaias o (e @ 1 le T I 35LaY) s (V)
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@i | syl e ddgynsSIl T (33 355 @y Gy
E-Court is «where electronic copies of documentary evidence are stored».

HEIXP- SNV

International Criminal Court, Final Report of the Independent Expert Review of the International Criminal Court
and the Rome Statute System, Op. cit., para. 577.
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Unified Technical protocol («Elcourt Protocol») for the provision of evidence, witness and victims information in
electronic form, ICC-01/14-01/18-64-Anx, 23 January 2019, para. 1, available at: https://www.icc-cpi.int/court-
record/icc-01/14-01/18-64-anx

Thid :elis o 4l (Y)

el Lo il (YY)
Alexa Koenig, «Half the Truth is Often a Great Lie»: Deep Fakes, Open Source Information, and International
Criminal Law. AJIL Unbound, volume 113, 2019, pp. 250-255, available at: https://doi.org/10.1017/aju.2019.47

el Lo Ll (8)
The prosecutor vs, Bemba et al, Public Redacted Version of Defence Response to Prosecution’s Third Request for
the admission of Evidence from the Bar Table (ICC-01/05-01/13-1170), 9 October 2015, para. 83, available at:

https://www.icc-cpi.int/sites/default/files/CourtRecords/CR2015 19327.PDF
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el Lo Ll (1))
The prosecutor v. Al Hassan Ag Abdoul Aziz Ag Mohamed Ag Mahmoud, ICC-01/12-01/18, Public redacted ver-
sion of «Prosecution application to call Witnesses, 1 June 2020, para. 16, available at: https://www.icc-cpi.int/sites/
default/files/CourtRecords/CR2020_02333.PDF

el B, (Y)
Authenticating Digital Evidence
Authors
Paul W. Grimm et al, Authenticating Digital Evidence, Baylor Law Review, volume 69, 2017, 1-55, p. 10, available
at: https://ir Jawnet.fordham.edu/faculty scholarship/856/

el B, ()
Yvonne Ng, How to Preserve Open Source Information Effectively, Op. cit., p. 146.

el B ,lal (t)
Jasmin Cosi¢ and Zoran Cosi¢, The Necessity of Developing a Digital Evidence Ontology, Central European Con-

ference on Information and Intelligent Systems, September 2012, 325493, p. 325, available at: https://shorturl.
at/8GGTX
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el Lo Ll ())
Berkeley Protocol on Digital Open-Source Investigations, Op. cit., paras. 32-33. )

el Lo Ll (Y)
Alfred J. Menezes et a, Handbook of Applied Cryptography, CRC Press, Boca Raton, FL, 1996, p. 361, available
at: https://shorturl.at/ZI0OSN

.Berkeley Protocol on Digital Open Source Investigations, Op. cit., para. 155 :¢U3 u_», St ()
LAJ‘ Sl

Xavier Burri et al, Chronological independently verifiable electronic chain of custody ledger using blockchain tech-
nology, Forensic Science International: Digital Investigation, volume 33 (4), 2020, p. 14-17, available at: https:/
shorturl.at/OK3Ls

el Lo Ll (8)
Yudi Prayudi, Azhari Sn, Digital Chain of Custody: State of the Art, International Journal of Computer Applica-
tions, Volume 114 - Number 5, 2015, 1-9, pp. 2-3, available at: https://www.ijcaonline.org/archives/volumel14/
number5/19971-1856/
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