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Abstract

This study examines and critiques the effectiveness of the individual-control
model adopted by the EU General Data Protection Regulation (GDPR) and,
subsequently, Egypt’s Personal Data Protection Law, in the face of artificial
intelligence. This legislative philosophy places the individual at the centre,
seeking to protect them by enabling personal control. In the context of
personal data, it aims to empower the data subject to determine how their
data are collected and processed.

To advance this perspective, the study investigates the impact of Al on
privacy and personal data from a novel analytical perspective by introducing
the concept of the «Data Influence Cycle» as a framework for understanding
the risks Al poses to privacy and personal data. According to this framework,
data pass through four phases: collection, processing, dissemination, and
eventually feedback and readjustment. While each of these phases involves its
own distinct risks, artificial intelligence interconnects them into a continuous
cycle designed to exert an ongoing influence on data subjects.

The study reveals that individual control may inadvertently harm not only the
data subject but also others. Due to Al’s analytical and inferential capabilities,
it can create virtual algorithmic groups of individuals who share common
traits and beliefs, such that one person’s data inform the understanding of
everyone else in those groups. To shed light on this phenomenon, the study
employs an economic analogy to evaluate how individual control affects
these broader groups.

Ultimately, the study reaches two primary conclusions. First, when confronted
with Al, data subjects lose meaningful control over their personal data.
Second, it is more efficient to regard privacy and personal data as a collective
right that affects the group, rather than as a purely individual right.
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(1) Viktor Mayer-Schonberger and Kenneth Cukier, Big Data: A Revolution That Will Transform How We Live,
Work, and Think (Houghton Mifflin Harcourt 2013), 73.

(2) Michal Kosinski, ‘Evaluating Large Language Models in Theory of Mind Tasks’ (2024) 121 Proceedings of the
National Academy of Sciences.

(3) Sandra Wachter and Brent Mittelstadt, ‘A Right to Reasonable Inferences: Re-Thinking Data Protection Law in
the Age of Big Data and AI' (2019) 2 Columbia Business Law Review <https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=3248829> accessed 12 December 2024.

(4) Wu Youyou, Michal Kosinski and David Stillwell, ‘Computer-Based Personality Judgments Are More Accurate
than Those Made by Humans’ (2015) 112 Proceedings of the National Academy of Sciences 1036.
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