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Abstract

Smart and connected systems for managing and securing homes
create risks related to personal data protection ,as The use of IoT
technologies enables it to collect a huge ,diverse ,and continuous
amount of data relating to the passers-by within its sensor range,
also Its use of artificial intelligence software to process these data
and perform the tasks required from it exposes personal data to
advanced types of processing that may expose the data subject to
the risks of profiling and the automation of decisions related to
them ,And the use of cloud computing technologies to connect the
different sections of these systems exposes personal data to the
risks of unlimited ,simultaneous ,continuous ,and unknown transfer
of personal data ,Using facial recognition techniques by scanning
face biometric data exposes personal data subjects to tracking risks
and may result in wrongful criminal charges ,and the presence of
the devised that constitute those systems in an un-secure home
environment may expose them to the contentious risks of external
attacks ,and the continues operations of these systems V/Y ¢ expose
the passers-by to the risks of collecting their data without their
consent or awareness.

Therefore ,those risks must be considered during the
manufacturing and operating of these systems ,to avoid these risks.
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protection by design and by default ,Art 47 .GDPR — Binding corporate rules ,Art 89 .GDPR — Safe-
guards and derogations relating to processing for archiving purposes in the public interest ,scientific or
historical research purposes or statistical purposes ,Recital.156
58 Office of the Data Protection Ombudsman, ‘Minimisation of data’ (Office of the Data Protection
Ombudsman, Helsinki 2019) http://bit.ly/moddposm.
59 Information Commissioner Office, ‘Guide to Data Protection Guide to the General Data Protection
Regulation (GDPR) For organisations, Principle (c): Data minimization® (Information Commissioner Of-
fice, Wilmslow 2109) http://bit.ly/dlimico.
60 loT European Large-Scale Pilots Programme, ‘personal data protection for internet of things de—
ployments:lessons learned from the europeanlarge scale pilots of internet of things’ (V. 8.5, European
union, brussle February 2020) 12; ibid 3.
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61 Georg Borges and Christoph Sorge ,Law and Technology in a Global Digital Society :Autonomous
Systems ,Big Data ,IT Security and Legal Tech) Springer Nature ,united states.143 (2022
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63 European Data Protection Supervisor® ,Opinion 9/2016 EDPS Opinion on Personal Information
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69 Sandra Siby ,Rajib Ranjan Maiti and Nils Ole Tippenhauer¢ ,IoT Scanner:Detecting Privacy Threats
in loT Neighborhoods3) *rd ACM International Workshop on IoT Privacy ,Trust ,and Security ,Abu Dhabi,
2April.24-25 (2017

70 Eu ,Cyber Resilience Act43) ,)Products with digital elements should be considered to be important
if the negative impact of the exploitation of potential vulnerabilities in the product can be severe due
to ,inter alia ,the cybersecurity-related functionality or a function carrying a significant risk of adverse
effects in terms of its intensity and ability to disrupt ,control or cause damage to a large number of other
products with digital elements or to the health ,security or safety of its users through direct manipulation,
such as a central system function ,including network management ,configuration control ,virtualisation
or processing of personal data .In particular ,vulnerabilities in products with digital elements that have
a cybersecurity-related functionality ,such as boot managers ,can lead to a propagation of security
issues throughout the supply chain .The severity of the impact of an incident may also increase where
the product primarily performs a central system function ,including network management ,configuration
control ,virtualisation or processing of personal data.

71 Eu ,Cyber Resilience Act ,article :7 Important products with digital elements .1 ,Products with digital
elements which have the core functionality of a product category set out in Annex lll shall be considered
to be important products with digital elements and shall be subject to the conformity assessment proce—
dures referred to in Article (2)32 and) .(3) b (the product with digital elements performs a function which
carries a significant risk of adverse effects in terms of its intensity and ability to disrupt ,control or cause
damage to a large number of other products or to the health ,security or safety of its users through direct
manipulation ,such as a central system function ,including network management ,configuration control,
virtualisation or processing of personal data
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Mikhail and Mitra Sinjini :See  «uld iy matricy  sball Jady bi0 el xes 0 biomatric ms@t va
,Press CRC) Challenges and ,Technologies ,Trends :World Driven Data a in Biometrics ,Gofman
-xvii (2016 states United
80 Els J .Kindt ,Privacy and Data Protection Issues of Biometric Applications :A Comparative Legal
Analysis ,Volume 12 of Law ,Governance and Technology Series) Springer Science & Business Media,
United states.1 (2013
81 Gloria Gonzalez ,Rosamunde Van Brakel and Paul De Hert ,Research Handbook on Privacy and
Data Protection Law :Values ,Norms and Global Politics ,Research Handbooks in Information Law series
)Edward Elgar Publishing ,United kingdom.385 (2022
82 Ming Hu ,Smart Technologies and Design for Healthy Built Environments) Springer Nature ,Swit-
zerland.108 (2020
83 Vishal Goar ,advances in information communication technology and computing :proceedings of
Volume 392 of Lecture notes in networks and systems) Springer Nature ,Singapore.312 (2021
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84 Patrizio Campisi ,Security and Privacy in Biometrics) Springer Science & Business Media ,United
states.6 (2013
85 Yang Xu ,Wen Jung Li and Ka Keung Lee ,Intelligent Wearable Interfaces) John Wiley & Sons,
united states.75 (2008
86 Eu Cyber Resilience Act , ANNEX IlIl IMPORTANT PRODUCTS WITH DIGITAL ELEMENTS :class]1:
.1ldentity management systems and privileged access management software and hardware ,including
authentication and access control readers ,including biometric readers
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117 Stan Z .Li and Anil K .Jain ,Handbook of Face Recognition) Springer Science & Business Media,
United states ;1 (2005 Asit Kumar Datta ,Madhura Datta and Pradipta Kumar Banerjee ,Face Detection
and Recognition :Theory and Practice) CRC Press ,United States.4 (2015

118 Article 29 Data Protection Working Party ,opinion (02/2012 on facial recognition in online and
mobile services 22) *March.2 (2012
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119 Kristin L .Bryan and David J .Oberly‘ ,Recent BIPA Opinion May Have Significant Implications
on The Scope of Section)15 b (Claims Moving Forward) The National Law Review 13 ,Septem-—
ber (2022 https//:www.natlawreview.com/article/recent-bipa—opinion—-may—have-significant-implica—

tions—scope-section15-b-claims accessed 13 September,2022
120 RE FACEBOOK BIOMETRIC INFORMATION PRIVACY LITIGATION Case No-15 .cv—-03747-JD
)United States District Court ,Northern District of California 26 ,February (2021 https//:www.govinfo.
gov/content/pkg/USCOURTS-cand-15_3-cv/03747-pdf/lUSCOURTS-cand-15_3-cv.03747-16—pdf.
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Health ,Tzanou Maria il «lsdl iyl 3831 die g eclilull o3 o @by Loy cclibull 53 jaally Zlall dallaal
Research Routledge ,Responses Regulatory and Challenges Data Big :GDPR the under Privacy Data
.\ preface (Y.Y. states united ,Routledge) Technologies Emerging of Law the in
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122 Alexander L .Vuving ,Hindsight ,Insight ,Foresight :Thinking About Security in the Indo-Pacific
)Asia—Pacific Center for Security Studies ,United states ;52 (2020 Martin Ford ,Rule of the Robots:
How Artificial Intelligence Will Transform Everything) Hachette UK ,United Kingdom ;54 (2021 Ronald J.
Deibert ,Reset :Reclaiming the Internet for Civil Society) September Publishing ,United Kingdom(2020
.52

123 Mutnick v Clearview Al ,Inc Case No 20 .C.0512

124 Mutnick v Clearview Al ,Inc et al No1:2020 .cv00512 ,Document) 86 N.D .III.(2020 . urt Descrip—
tion: MEMORANDUM Opinion and Order: The Court denies defendants’ Rule 12(b)(2) and § 1404(a)
motions [29, 45]. Signed by the Honorable Sharon Johnson Coleman on 8/12/2020. Mailed notice.
ym,

(125 )Henry H .Perritt ,Digital Communications Law) revised 2020 edn ,Wolters Kluwer ,United states
;13-170 (2010ibid.48

rro JyulJoll aas)liolall alagll



Jjlicol paoligsjlalass slléohill phlae (o dua adulabibidldlen

| bl | EYCTPNIVN |
il cpalil) Aadail (Y duatil clibl) aladiu) cllCE)

Jaad 3l il e A 2t 8 J i) oaali dadasl la lal ol o s LS
A Tiaall 481 g0 Cun (e Lalaga Led gt g alal) o) ilgad 13580 5 sind
O-San W 3 S Ol e (G815 (e paall A 98 ot (e LSl jpall 4 ja
Glee 3gly (ima pegial Aflia o gida 8 A L@l al b e slaie V)
e ) b A biadll Aalall Aaliaall ¢y A8 ol A sall cilgall (e 2ae

Ol 8 L ) gl L 138 5l jill (3 s iall g alall () (5ias

Js¥) llaal)
dagl) by A e daggd) Ao i) dadidf aladia) shlia
alad) cpa) ()Y 4 e gul)
bl Adeal) (el Gsis Ao Jhliag dulga colalami) oYl
e Jlna 8 Al s2a La i ) A ClplSaY) (e ae Sl e
il il g ol B Caga g a8 A0 gall Cllgall e agaadl O V) caladl 5 (al Al
A e sl Sl Jolad VA (e 4 56l (e Cadigall il i) sl
Aaie S AN 5 ) s dadl) e oyl dpad Sl bl 8 gall e (o a sl
il 288 calall (a1 g 0 gl Sas) Jlae 8 paal) gl sda Je e
JA‘}H.\J\_LAMH‘HAM\ ((ng_u\.uiy\ é;ﬁﬂ‘ﬁ});ﬁ\ Ay A gy
Gb e Ailiall agill a5 Jadiad YY) a pad ey 1 gd ALl 3
Yl sda o “Apad all bl g5V Gelaal? jlal LS ol
Aol sl aa sl sl sl Baasia ) sl Lgialad aa 501308 5 dlgn (855 90 lis yd 53
Leale alaie ) Hladll aasldade 5 clgie daalil) 4 yia gull culilud) 485 300 31
OOl B A lial) agill a5 s A glial) CilagatlS s ydad Jlach
Laile e lidaa¥) eSO gy 51 alasV) (sl ela <l daill oda o) ) g
Aol sl i Al gy sV G sl o elidaal olS3 2ilai -y Ll

126 The EU Fundamental Rights Agency ,facial recognition technology :fundamental rights consider—
ations in the context of law enforcement) FRA — European union agency for fundamental rights ,Austria
-9 (2019

127 The European Data Protection Board* ,Guidelines 05/2022 on the use of facial recognition tech—
nology in the area of law enforcement 27) *June.11 (2022
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128 Regulation) EU 2024/1689 (of the European Parliament and of the Council of 13 June
2024laying down harmonised rules on artificial intelligence) Artificial Intelligence Act ,(art
.SProhibited Al practices .1 ,The following Al practices shall be prohibited :e :the placing
on the market ,the putting into service for this specific purpose ,or the use of Al systems that
create or expand facial recognition databases through the untargeted scraping of facial images
from the internet or CCTV footage;

129 Roland Vogl ,Research Handbook on Big Data Law ,Research Handbooks in Information Law
series) Edward Elgar Publishing ,United states.35 (2021

130 Roberto J .Rodrigues ,Petra Wilson and Stephen J .Schanz ,The Regulation of Privacy and Data
Protection in the Use of Electronic Health Information :An International Perspective and Reference
Source on Regulatory and Legal Issues Related to Person-identifiable Health Databases) Pan American
Health Organization ,Washington ,D.C ,.United States ;38 (2001 Jacqueline Klosek ,Data Privacy in the
Information Age) Greenwood Publishing Group ,Westport /Connecticut /United States ;190 (2000 United
States .Congress .House .Committee on Energy and Commerce .Subcommittee on Commerce ,Trade,
and Consumer Protection ,The EU Data Protection Directive :Implications for the U.S .Privacy Debate
:Hearing Before the Subcommittee on Commerce ,Trade ,and Consumer Protection of the Committee
on Energy and Commerce ,House of Representatives ,One Hundred Seventh Congress ,First Session,
March ,2001 ,8 Volume) 4 U.S .Government Printing Office ,Washington ,D.C /.United States;4 (2001

Curtis Frye ,Privacy—enhanced Business :Adapting to the Online Environment) Greenwood Publishing
Group ,Westport /Connecticut /United States.71 (2001

131 T.C .Sottek and Janus Kopfstein‘ ,everything you need to know about prism ,a cheat sheet for
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the nsa’s unprecedented surveillance programs) *The Verge 17 ,July (2013 https//:www.theverge.

com/2013/7/17/4517480/nsa-spying—prism-surveillance—cheat-sheet.

132 Alfred Ng’ ,amazon gave ring videos to police without owners ‘permission) ’Politico 13 ,July

(2022https//:www.politico.com/news/2022/07/13 /amazon—gave-ring—videos—to—police-without-own—

ers—permission 00045513-accessed 11 September.2022
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134 Edward J. Markey, a letter to Andrew jassy, united states, June , 2022, p: 1, you can download

the letter from, https://www.markey.senate.gov/download/senator-markey-letter-to—-amazon—on-ring—

audio—and-law-enforcement

135 Edward J .Markey’ ,a letter to Andrew jassy) ‘united states ,June 1 (2022 https//:www.markey.

senate.gov/download/senator-markey-letter-to—-amazon-on-ring-audio—and-law-enforcement.

136 Weird” ,Amazon Handed Ring Data to Police Without Warrants ‘https//:www.wired.com/story/

amazon-ring—police-videos—security—roundup /accessed 11 September.2022
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138 Stephen J.A .Ward ,Handbook of Global Media Ethics) Springer Nature ,Switzerland.525 (2021
139 Elizabeth Dwoskin® ,Amazon is selling facial recognition to law enforcement — for a fistful of
dollars) *The Washington Post 22 ,May (2018 https//:www.washingtonpost.com/news/the-switch/
wp/2018/05/22 /amazon-is—selling—facial-recognition—-to-law-enforcement-for-a—fistful-of—dollars/
accessed 13 September.2022

140 Karen Hao’ ,The two-year fight to stop Amazon from selling face recognition to the police) ‘MIT
Technology Review 12 ,June (2020 https//:www.technologyreview.com/2020/06/12/1003482/ama-
zon-stopped-selling—police-face—recognition—fight /accessed 13 September.2022
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141 Amazon’ ,We are implementing a one—year moratorium on police use of Rekognition 10) ‘June(2020
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