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The Role of Electronic Administrative Control in Cyber Monitoring
and Creating a Secure Cyber Environment
Dr. Yasser Abdel Salam

Abstract

Cyber security is an inevitable option for the administration which is reflected
in individual activity. If the administration does not succeed in maintaining
its cyber security, this will result in waves of disruptions in its information
networks which affects the accuracy and credibility of data and information,
and limits the possibility of its circulation. Therefore, if the cyber space is not
a reliable means of communication or commerce, it will deter individuals and
companies from investment, and this will affect, on the international level, the
efforts to develop modern inventions and technologies; therefore, this will be
an obstacle to cooperation between countries.

Thus, countries resort to enhancing cybersecurity through technical standards,
for example, establishing institutions for standards and technology and
legislation and monitoring.

In addition, the cyber partnership plays a role in developing the methods of
administrative control in cyber-monitoring. The techniques used in information
breaches must be faced with new ways to deal with the management of
those breaches through the existence of information and intelligence bases
that determine the type of threats as well as the coordination between many
sectors on the level of legal and regulatory legislation

There are many usual mechanisms for monitoring and acquiring data and
information that help in creating a secure cyber environment, and management
mechanisms in monitoring informational risks which includes electronic
archiving and remote sensing.

However, it should be noted that the administrative body faces problems
when creating the information environment represented in the problems of its
possession of personal information, especially from third parties, in addition
to other problems, such as: ‘efficacy’ and ‘impact’.

Keywords: Cyber security - information security - electronic administrative
enforcement authority - cyber threats - cyber risk and security
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(2) “Dan Tofan, Technical director of CERT — RO stated that, there are situations in which the entity cannot manage
incident alone, and in this case the cooperation between both entities becomes very important”.
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(2) The Emergence of cyber security law, prepared for the Indiana university Maurer school of law by Hanover
Research, February, 2015. oP.cit,3
“Lawyers must play a role in designing the procedures, training and risk assessments required to implement
managerial operational and technical controls needed to protect data”.

(3) Scott J. Shackelford, JD, PhiD, scott Russell, JD & Andreas juehn, Defining cybersecurity Due Diligence under
International law: lessons from the private sector. 15.
Electronic copy available at: http://ssrn.com/abstract =2594323

(4) Ibid, p. 17
“Germany’s cyber securities due diligence efforts rely on close collaboration between the public and private
sectors, nationally and globally (German federal Ministry of the Interior, 2011).
raiBl gd oy il . ragddl sl Lgial dylos 8y wilesyis oyausl adé pall L (MLPS) “Multi — level protection
schem” 2007 ple 4 <lisg
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(1) See: task force on national security in the information Age, Markle found creating AA Trasted Network for
Homeland security (2003): Task force on National security in the information age, Markle found, Mobilizing
information to prevent terrorism (2006); protecting America’s freedom in the information age.

LSy a1 Bl la¥gll LB 51 Aga bl Gum o puatin V) 8 Aula ¥l cilemgll aw Ao ls eldml @l coeal

Lpogenil s B3lsL1 2 3231 B 35S 005K el By« pm Ll g Uagll ¢y o 5 astieus o1 8Y1 Jg > Al il
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For more — the Cantigny principles on technology terrorism, and privacy, National security law Report, feb.
2005, at 14. “The Cantigny” conference on counter terrorism technology and privacy organized by the standing
committee on law and Nation security of the American Bar Association”.

(2) Abraham D. Safaer: - National security and leaks, the Government’s Authority to Discipline itself. International
studies in Human Rights- volume 16., p. 76

(3) Todd A. Brown, legal propriety of protecting Defense Industrial Base Information Infrastructure GAA.F.L.Rev.
2011, 220 (2009)p.222

(4) Bruce P. smith, Hacking, Poaching, and counterattacking: Digital counterstrikes and the contours of self-Help, I
J.L Econ, & Pol’Y 171, 173 (2005),p.32
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(1) The Emergence of cyber security law, prepared for the Indiana university -Maurer school of law by Hanover
Research, February,2015., p. 16
L el (o st e gy (5301 L g iSll g yuslaall (o iosdl agall (NIST) Sl sl o Zilaiaa¥l (y-Sias
Loy L3900 of By cag ¥ LYY Gy (iguand| 3!
“Critical infrastructure, the core of the NIST framework’s focus, is defined as “systems and assests whether
physical or virtual, so vital to the united states that the incapacity or destraction of such systems and assets”.
For more see: Lynch, S. “Experts urge U.S. caution on additional cyber threat Disclosures “Chicago tribune,
March 26, 2014.
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(1) Scott J. Shackelford, JD, PhiD, scott Russell, JD & Andreas juehn: - Defining cyber security Due Diligence
under International law: lessons from the private sector,., p. 22
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For more: see Amanda N. Craigetal. proactive cybersecurity: A comparative Industry and Regulatory Analysis,

- AM. Bus L. J. (forth coming) 2015.
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(1) Paul Schwartz, Data processing and Government Administration: The failure of the American legal Response to
the computers HASTINGS LJ. 1321 (1992) (emphasis in original),p43
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1) Government Benefits and Social service programes.
2) Taxes.
3) Employment.
4) Law Enforcement.

(2) Fred H. Cate: - Government Data Mining:- The need for a legal framework, Hienonline — 43 Harv. C. R. C.L.L.
Rev. 2008., p. 4
Data Matching:- Between these two ends are “relational” searches, which start with an individual but then reach
out to determine who communicates or otherwise interacts with whom and determine who communicates or
otherwise interacts with whom and “data maching” which involves combining two or more sets of data looking
for matches or discrepancies”. =
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(1) Marietta Benko, and others, space law in the united nations, Martinus Nijhoff, Netherlands, 1985, p.3
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(3) Van ligten Hans, Municipal law Regulation of Remote sensing in outer space, loyola of Los Angles International
and comparative law Journal (Winter, 1984)
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(1) H. Cate, op. cit., p. 35 “If its harmful impact is very low “oven marginally successful data mining might be ap-
propriate if used as an additional layer of protection against a particularly grave threat”.

“repurposing” daglaall @reini salel 3ale 3,150 dgar (po culaglall 33k (youni (V)

“The fact that government data mining almost always involves “repurposing” data — i — e — using data for a purpose
different from that for which they were originally collected and stores further exacerbates concerns about the
accuracy of the underlying data”.

For more: see: office of Inspector GEN, U.S. DEPT of Just, IMMIEGRATION AND NATURALIZATION SER-
VICE’S ABILITY TO PROVIDE TIMELY AND ACCURATE ALIEN INFORMATION TO THE SOCIAL
SECURITY ADMINISTRATION (No. 1.2003-001) at 25 (2002).

(3) The accuracy of records raises important practical concerns about the value of national important practical con-
cerns about the value of national security analyses performed on potentially bad data as well”
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«Government data mining often is searching for needle not in a haystack.

but among millions of other needles,.
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(2) This is a substantial challenge, as stressed in the 2004 final report of Technology and privacy Advisory commit-
tee (TAPAC) the “blue ribbn” bipartisan independent committee appointed by the secretary of Defense Donald
Rusfeld in 2003 to examine privacy and security issues.
For more see: Ronald D. lee & Paul M. Schwartz Beyond the “war” on Terrorism: Towards the New Intel-
ligence Network, 103 MICH. L. REV 1446, 1467 (2005).

(3) See: 1) Emily key, coordinating supply chain Data: To Deliver timely Informantion, companies must overcome
Data synchronization Hurdles, frontline solutions, May 1, 2003 at 21.
2) Margo Anderson & Stephen E. Feinberg, who count,? the politics of census — taking in contemporaty Amer-
ica 117-18 (Russell stage found — 1999).=
=“The fact that many government data mining applications unstructured data (e.g. audio and video surveillance
records) exacerbates the a for mentioned concerns”.
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(1) Jeff Jonas & Jim Harper, cato institute, Effective counter terrorism and the limited role of predictive Data min-
ing 7-8 (2000).
“For example, data mining used to predict types of consumer behavior ... may be used on as many as millions
of previous instances of the same particular behavior”.
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(2) For more see: CRS report on Data mining and Homeland security 2007

Hector Becerra, Jennifer Oldham & Mitchell landsberg, Airline Terrorism Alert: winging it one Again, L.A.
Times, Aug. I1, 2006, At Al.
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