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Abstract

Biometric technology, when developed and used responsibly,
offers considerable benefits in various fields such as security and
healthcare. Nevertheless, its deployment can significantly threaten
the fundamental right to privacy. This study reveals to identify Bio-
metric data and its manifestations, examining the risks associated
with the general deployment of this technology, particularly those
related to data protection rights. It further reviews the methods and
mechanisms provided by the European Union’s “Artificial Intelli-
gence Act” to mitigate these risks, and its adequacy in achieving ef-
fective protection of that data, ultimately striving for a legal frame-
work that aims to balance the necessity of encouraging innovation
with the protection of individual rights.

Keywords: Biometric data, Artificial Intelligence Act, Right to
Privacy, General Data Protection Regulation, (Al) systems, Person-
al data, Function creep.
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(1) Fingerprints were used by Chinese merchants to settle business transactions; fingerprints and footprints
were used by parents to differentiate children.
il LY Liagi Leeadin) LaS ¢l jlatll O laleall 4 gusil @L&a‘\ﬂ Gilaay ) srivall el rﬂﬁu\ »

@Y1 aall a8y BT )
Yong Liu, Bio-privacy: Legal Challenges for Privacy Regulations of Biometric Identification and Authentica-
tion (2010) 3.

1o (@bl &Q)ng )

(3) Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) https://eur-lex.europa.eu/
legal-content/EN/TXT/PDF/?uri=OJ:L_202401689 accessed 31 May 2025
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(4) Gary Roethenbaugh, cited in A Cavoukian, Privacy and Biometrics (Information and Privacy Com-
missioner, Ontario 1999) 11 http://www.ipc.on.ca/images/Resources/pri-biom.pdf accessed 31 May 2025.
(5) Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data (General Data Protection Regulation) https://eur-lex.europa.eu/eli/reg/2016/679/0j accessed 31
May 2025.

(6) GDPR, Art 4 ““....(14) ‘biometric data’ means personal data resulting from specific technical process-
ing relating to the physical, physiological or behavioural characteristics of a natural person, which allow
or confirm the unique identification of that natural person, such as facial images or dactyloscopic data;...”
(7) AT Act, Art 3 (34).

(8) Al Act, Recital 14.
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(1)The term ‘physiological’ refers to physiology (* fysiologie ’/’ physiologie ). Physiology is a branch
of biology and deals with the functions and vital processes of living organisms (or their parts (e.g., cells
and molecules) and organs), including the human body. Biology (from the Greek words ‘Biog’(life) and
‘hoyog’ (reason) is the science of life, living organisms, including their (physical) structure, function,
growth, origin, evolution and processes.
Jior gl 5f) Laall sl Casllag Jsliny ¢sba¥l ale e b sty ¢eliac¥) Citilag ale ) «inglgudy mlhiae i
«Piogy Glisll Sl (pe Gal) ebal) sle L Gludl) ava Y Ly cdugal) Liiblac s (elineY) caclisally LAY
clayolis clglualy clasat lgiadag o(Laldl) ey Gy 3 Loy ¢dual) i€y clad) oo s () «hOYOGKs (34a)
.«\65@*“‘5
W Boron and E Boulpaep, Medical Physiology (Elsevier 2008).
(2) Article 29 Data Protection Working Party, Working Document on Biometrics, WP 80, 1 August 2003,
11 (“WP 29 Working Document on Biometrics 2003 (WP80)’); Article 29 Data Protection Working Party,
Opinion 3/2012 on developments in biometric technologies, WP 193, 27 April 2012.
(3) Joseph Pato and Lynette Millett (eds), Biometric Recognition: Challenges and Opportunities (Nation-
al Research Council, September 2010) 3 (‘NRC, Biometric Recognition, 2010).
(4) Organization for Economic Co-operation and Development, Biometric-based Technologies (OECD,
DSTI/ICCP/REG(2003)2/FINAL, 30 June 2004, cancelling and replacing the same document of 28 April
2004) 11 (‘OECD, Biometric-based technologies, 2004°).
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(13) Organization for Economic Co-operation and Development, Biometric-based Technologies (OECD,
DSTI/ICCP/REG(2003)2/FINAL, 30 June 2004, cancelling and replacing the same document of 28 April
2004) 26 (‘OECD, Biometric-based technologies, 2004°), OP. Cit.

(14) Liu50 o= ¢l g e ¢

(15) Commission Decision of 28 June 2006 laying down the technical specifications on the standards
for security features and biometrics in passports and travel documents issued by Member States.
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(16) Article 29 Data Protection Working Party, Opinion 3/2012 on developments in biometric technolo-
gies (WP 193, 27 April 2012).
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(7] R Matey et al, ‘Iris on the Move: Acquisition of Images for Iris Recognition in Less Constrained
Environments’ (2006) Proceedings of the IEEE 1936-1947 http://ieeexplore.ieee.org/Xplore/login.
jsp?url=http%3 A%2F%2Fiecexplore.ieee.org%2Fiel5%2F5%2F4052463%2F04052478.pdf&authDeci-
sion=-203 (‘Matey et al., Iris on the Move, 2006”).

38 0o (Gl z2,kl (18)
I9A K Jain, A Ross and S Pankanti, ‘A Prototype Hand Geometry-based Verification System’, in Pro-
ceedings of the Second International Conference on Audio- and Video-Based Biometric Person Authenti-
cation (AVBPA) (Washington DC, USA, 1999); Joint Research Centre (JRC), Biometrics at the Frontiers
(2005) 62.
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(30) International Organization for Standardization (ISO), ISO/IEC 2382-37:2022 — Information Tech-
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(34) Graham Greenleaf, ‘India’s National ID System: Danger Grows in a Privacy Vacuum’ (2010) Com-
puter Law & Security Review 26(5), 479—491.

(35) M Borak, ‘Police in Germany Using Live Facial Recognition” (§ May 2024) Biometric Update https://
www.biometricupdate.com/202405/police-in-germany-using-live-facial-recognition accessed 31 May 2025.

(33) Regulation (EC) No 2252/2004 of 13 December 2004 on Standards for Security Features
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Recognition Technology for Medical Purposes: Balancing Privacy with Innovation’ (2016) 43(4) Pepperdine
Law Review 1017, 1022.

(37) RP Kosilek and others, ‘Automatic Face Classification of Cushing’s Syndrome in Women — A Novel Screening
Approach’ (2013) 121(9) Experimental and Clinical Endocrinology & Diabetes 561; L Basel-Vanagaite and others,
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Clinical Genetics 557.
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(36) Kanubhai K Patel, Jignesh J Patoliya and Miral M Desai, ‘[oT Based Smart Health Monitoring Sys-
tem with Patient Identification Using Face Recognition’ in Proceedings of the International Conference
on Innovative Computing & Communication (ICICC, 2021).
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bility accessed 31 May 2025.
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(42) Art. 9 “ ..... 2- Paragraph 1 shall not apply if one of the following applies:

1- the data subject has given explicit consent to the processing of those personal data
for one or more specified purposes, except where Union or Member State law provide
that the prohibition referred to in paragraph 1 may not be lifted by the data subject.....”
(43) Art. 9« ...... 2- Paragraph 1 shall not apply if one of the following applies: 2-
processing is necessary for the purposes of carrying out the obligations and exercis-
ing specific rights of the controller or of the data subject in the field of employment
and social security and social protection law in so far as it is authorised by Union or
Member State law or a collective agreement pursuant to Member State law providing
for appropriate safeguards for the fundamental rights and the interests of the data sub-
ject.....”
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(44) European Data Protection Board, Guidelines 05/2020 on Consent under Regulation 2016/679 (May
2020) 7-32 https://www.edpb.europa.eu/sites/default/files/files/filel/edpb_guidelines 202005 _consent
en.pdf accessed 31 May 2025.

(45) European Data Protection Board, Guidelines 3/2019 on Processing of Personal Data Through Vid-
eo Devices (January 2020) 5-23 https://www.edpb.europa.eu/sites/default/files/files/filel/edpb_guide-
lines 201903 video_devices.pdf accessed 31 May 2025.

(46) GDPR, OP. Cit, Recital 32.

(47) Opinion 3/2012, OP. Cit.
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(48) European Data Protection Board, Guidelines 3/2019, OP. Cit.
(49) Information Commissioner’s Office, ‘Consent’ (/CO, n.d.) https://ico.org.uk/for-organisations/
uk-gdpr-guidance-and-resources/lawful-basis/consent/ accessed 31 May 2025.
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(50) Council of Europe, Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (Modernised Convention 108, 2018), art 5(4)
(c); Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 (General Data Protection Regulation), art 5(1)(c).

(51) European Data Protection Board, ‘Facial Recognition: Italian SA Fines Clearview
Al EUR 20 Million’ (2022) https://www.edpb.europa.eu/news/national-news/2022/
facial-recognition-italian-sa-fines-clearview-ai-eur-20-million_en accessed 31 May
2025.

(52) NOYB — European Center for Digital Rights, ‘Clearview Al Data Use Deemed
Illegal in Austria, However No Fine Issued’ (2023) https:/noyb.eu/en/clearview-ai-
data-use-deemed-illegal-austria-however-no-fine-issued accessed 31 May 2025.
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(53) European Union Agency for Fundamental Rights, Handbook on European Data
Protection Law: 2018 Edition (FRA, 2018) https://fra.europa.eu/sites/default/files/
fra_uploads/fra-coe-edps-2018-handbook-data-protection en.pdf accessed 31 May
2025.
54() Clive Norris, ‘From Personal to Digital: CCTV, the Panopticon, and the Techno-
logical Mediation of Suspicion and Social Control’ in David Lyon (ed), Surveillance
as Social Sorting (Routledge 2002) 249-281 https://doi.org/10.4324/9780203994887
accessed 31 May 2025.
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Al Act, Op. Cit, Recital 19.

(56) Consultative Committee of the Convention 108, Guidelines on Facial Recogni-
tion (Guideline No T-PD(2020)03rev4, Council of Europe 2021) https://edoc.coe.int/
en/artificial-intelligence/9753-guidelines-on-facial-recognition.html accessed 31 May
2025.

57 () David Lyon, ‘Surveillance’ (2022) 11(4) Internet Policy Review https://doi.
org/10.14763/2022.4.1673 accessed 31 May 2025.
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(58) Bridges v Chief Constable of South Wales Police [2019] EWHC 2341 (Admin)
https://www.judiciary.uk/wp-content/uploads/2019/09/bridges-swp-judgment-Fi-
nal03-09-19-1.pdf accessed 31 May 2025.

(59) Art.13 “ 1- Where personal data relating to a data subject are collected from the
data subject, the controller shall, at the time when personal data are obtained, provide

the data subject with all of the following information:

(a) the identity and the contact details of the controller and, where applicable, of the controller’s repre-
sentative;

(b) the contact details of the data protection officer, where applicable;

(c) the purposes of the processing for which the personal data are intended as well as the legal basis for
the processing;......
(60) Case C-275/06, Promusicae v Telefonica de Espaiia SAU [2007] ECLI:EU:C:2007:454, Opinion of
AG Kokott, para 53.
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(61) Guidelines 3/2019 (n 50) 26-27.

(62) Art.12 *“ ...7- 1The information to be provided to data subjects pursuant to Ar-
ticles 13 and 14 may be provided in combination with standardised icons in order to
give in an easily visible, intelligible and clearly legible manner a meaningful overview
of the intended processing. 2Where the icons are presented electronically they shall be
machine-readable...”

(63) Art.5 “1- Personal data shall be: ... (b) collected for specified, explicit and legit-
imate purposes and not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes shall, in accordance with Article
89(1), not be considered to be incompatible with the initial purposes (‘purpose limita-
tion’);...”

(64) European Data Protection Board. (2020). Guidelines 3/2019 on processing of per-
sonal data through video devices, Op. cit.

(65) Koops B-J, ‘The Concept of Function Creep’ (2021) 13(1) Law, Innovation and
Technology 29 https://doi.org/10.1080/17579961.2021.1898299 accessed 31May 2025.
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(66) Alex van der Wolk and Morrison & Foerster, ‘The (Im)Possibilities of Scientific Research Un-

der the GDPR’ (Cybersecurity Law Report, 2020) 3—4 https://assets.contentstack.io/v3/assets/blt5775¢c-

€69¢999¢255/bltbb2bb3df1beas5fe/200722-scientific-research-gdpr.pdf accessed 31 May 2025.

(67) BandaJ, ‘Inherently Identifiable: Is It Possible to Anonymize Health and Genetic Data?’ (IAPP, 13 No-

vember 2019) https://iapp.org/news/a/inherently-identifiable-is-it-possible-to-anonymize-health-and-ge-

netic-data accessed 31 May 2025.
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Giltekin-Varkonyi G, ‘Consent Mechanism in the Life with Social Robots’ (2019) 31(1) European Re-

view of Public Law.

(69) Rezende IN, ‘Facial Recognition in Police Hands: Assessing the “Clearview Case”

from a European Perspective’ (2020) 11(3) New Journal of European Criminal Law

375 https://doi.org/10.1177/2032284420948161 accessed 31 May 2025.
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for the Public Interest (Data & Society 2021) https://datasociety.net/library/assem-
bling-accountability-algorithmic-impact-assessment-for-the-public-interest/
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Technology’ (2024) 3 International Journal of Agrobiotechnology and Veterinary
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Multimodal Biometrics Using the Face and Ear’ (2020) Mathematical Problems in
Engineering https://doi.org/10.1155/2020/6802905

o JuplJoll aasl ol alaoll



https://sciencebox.uz/index.php/tibbiyot/article/view/9948/9083
https://doi.org/10.1155/2020/6802905

aodllaiul a8 Ggunllabibul) augilell aloall
¢ Jiiual) ualih Ja 3o Ukua¥) sLSH) ¢ 38 1) Jle

S EOUEYISE.J7) AeSR TR RN FURUR PP U RE [EENPOY LA
z\_msA\ d);u_auts_wy\ s1a o_‘s _q,._m 5 }_m d }g Al ‘u_cuu.\z\ ;tsu\

CL@‘;{@M\@MUQ}.@\?&‘Y\woj\;ﬂ\Q_A;}_'allégj Jsla LS
00 gudail) A ed lacal  _Sliatl) a1l 2l Jladl)
= Hlad e . ¢

Jsa Gla glaall cual 8 ‘5_"\]\_ «Laura Caroli» GJJJ\S el cimdagy
eua g Cae 4 ¢SAall o el u\ g _u_c\_\k..a\ﬁ\ Sy gl A nal) sl gal)
e\da.x_..uY\» Sl Hhlad Cayiat alaic ‘;5 d_m.ué\_u]l.ul | adad 1a0gs dS_uu A8
thadd aalgaladinl e Aaing el e i S aae Y 1500 64 guaiall
o= w_sm\ G_L: d_dt;:m; :\_;Lfy\ L;JJJ'_A L a_:sLsA\ G_s\ 633_3 st-l\ J_;‘y\
ALM\} ow\ a_ﬂ_us.d\ &= ec«)\-i_i M LA D9 c‘_fc\_da..AY\ ;SJJ\ u}.ﬁ\ﬁ ‘;ﬁ CJJ.A
‘Hul\ all A8l a4 44):_;.4 _)).._1,3 L..SJJ‘ J_AY\ “;c\_dam‘ﬂ\ A i e ill
1 3 sl Jala Lga yha 0 mas Lo ot A8 ja g ¢ e lilaal) o1SA1) A akiy
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