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Abstract

The rapid digital transformation has given rise to a new criminal
reality characterized by a fundamental change in the nature of
human behavior and the means by which crimes are committed.
This transformation has had a direct impact on the traditional crim—
inal evidence system, which has increasingly proven incapable of
accommodating the particularities of digital evidence and its intan—
gible nature. In this context, metadata has emerged as one of the
most significant components of the contemporary digital environ—
ment, due to its ability to reveal the temporal, spatial, and technical
context of digital events and to link actions to specific individuals
.and devices, even in the absence of the data content itself

This study aims to examine the legal nature of metadata and its
evidentiary value in digital criminal proceedings by analyzing its
concept, types, and technical characteristics, and by distinguishing
it from content data and traffic data, while clarifying its position
within the framework of digital criminal evidence. The study also
addresses the delicate legal issues raised by metadata, foremost
among them whether metadata should be considered personal
data, the extent to which it is subject to the principle of communi-
cations secrecy, and the conditions governing its lawful collection,
.analysis, and judicial use

The study concludes that metadata cannot be characterized
through a single rigid legal definition; rather, it possesses a flexi—
ble functional legal nature, determined by its practical capacity to
reveal a person’s identity, location, or digital behavioral patterns.
Accordingly, the study finds that metadata constitutes, in princi—
ple, a strong technical presumption, which may rise to the level
of direct criminal evidence when its authenticity is established, its
digital chain of custody is preserved, and it is consistent with other
elements of proof. The research further demonstrates that the for-
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mal distinction between communication content and metadata is no
longer sufficient in light of modern aggregate analysis, as metadata
alone may result in a real infringement of privacy even without ac-
.cess to the content of communications

The study also examines the role of modern technologies — par-—
ticularly artificial intelligence— in enhancing the effectiveness of
metadata analysis and reconstructing the digital crime scene, while
cautioning against the accompanying legal risks, such as algorith—
mic opacity, difficulties in technical challenge, and algorithmic bias,
all of which raise serious concerns regarding the guarantees of a
fair trial

The study ultimately calls for explicit legislative intervention to reg—
ulate metadata in a manner that balances the requirements of
effective digital crime control with the protection of privacy and
individual freedoms, and that establishes a clear legal framework
governing the conditions for the collection, analysis, and evidentia—
.ry assessment of metadata before the courts

Keywords

Metadata — Digital Criminal Evidence — Digital Evidence —
Technical Presumption — Digital Privacy — Secrecy of Commu—
nications — Personal Data — Digital Chain of Custody — Digital
Criminal Investigation — Artificial Intelligence and Criminal Evi-
dence
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53 Important Role of Timestamps in Forensic Science, NBFTools, accessed 14
December2025 at 11:52 AM https://www.nbftools.com/important-role-of-time-
stamps-in-forensic-science/.

110 L6 Al A olaluUgIIAUS Lo ni haglgialigueilidiae RS



Uladj §4j §4j 2000 .

e_m‘)l\ @U:J\ L@_\S ).1\.\.1 a8 w‘j\ g_hnéj\ @M\ A_Ld\ \JA J\JJ.}} u_m.d\ u:-
@w‘»ammdﬁw

¢Aadlgll Sy 2ay o) U8 g allaill Aol juss o

plgdg andll Jase gl o (Time Zones) iayll ahlidl dud) o
(Aandl) odte gl ASu

S35 28 La ((NTP Servers) ddgige g adlsd aa Slgall Lialia pre o

hial) gl e Jadl cuggll Gibad) )

cilf) yemin€ il gallal) e (gatl) (6 il dga e ety 1A

Oy 4 4 ilijlie (525 Oy ¢l (il A ) Ll) Al e 3

053 Y Byaalle Aals jalias b gl AUl 8 Aslidl del clyasdl L

Alall el o) 3l Wgalaals Lnadll YAl JalSsy Laily cJgjas anls i

(Digital Forensics) <)l eyl clall & &aall cfyplall jglas 5 .85

OSadl e @l o cdiaill Glagbeall amgll Haadll 2 ot dpiejll skl (o
e Atanall el Clypdigall o Cayed Lo e slaicY!

¢(Log Sequence Numbers) cdlaud) 2li) Julus
callaill cilale Jala Clasll i e
caally Juilly Jgengll JET o
AUl s Aahadl cililead) o Al B
t_als)ﬂ pSak i) duaded oLy Bale] 8 dadine Ol)dgall oda gy
exe ol Bl Liajll wlllly oSl L oty ) VD 3 s il

‘5.54_\3).1}.433 4aal) ) ‘_“Js:\ _)J.B d.n;.u cd.h.aj 4..\;)1; t_\.sj JJL.AAA&A L@.\AJJ
@LLJ\ U\ QA ?“" La Glc \;LL!J 54 ?LGJ}M Jaa dL:A)j G&J\ u.A‘)M C\l}l..u\

54 Lisa M. Dreier et al: Beyond Timestamps: Integrating Implicit Timing Infor-
mation into Digital Forensic Timelines,” Forensic Science International: Digi-
tal Investigation 49 - 2024, p5 Article 301755,
https://doi.org/10.1016/].151d1.2024.301755.

(0 pgial Wl aasllyuolall alaoll



GIliall Lyl 98 L gaag Ulaligol) digilall ds i

s Gl o) 3 pai Augh Al Ay cddl Glhe Lie) Sls aa3 Y )l
Hass AV dnaill ¢3Laly daad )l A1aY) AL aa LBl (sass dadll Ll
L}i;ﬂb cz\_z.:'.'a;.q JMU:J\ s1a )9 &ﬁ 3:1)3.353 aall ‘dbai}ﬂ e ‘._?J c%rxaliﬁ
et o) b Al AR 8 Laha) G50 el Aliad Aol olid LguliS (52 (e
ce Bl Jdall Al ) e
ALY i)
Aliall iy b Wy gag Wlatisall 5 gilal Ciusil)

(J:u_a@ b\.ﬁh.mﬂ cnl; Ls"'l)‘“"" w).z_a g_al_a.c J_L.@UISMY\ 0da (d\.al'\

Sy Jio 8)glaie paalie o — Cullall (8 — el slaiely (sl Lkl
Lgie IS agaal (3383 Javia G il Ll ol 4y 5all bl 5 Jlai)
(Llabiall 368l Canil) 8 maly ol ) canliall sl 138 (o3l 234
b Aoy (lel 5 el AihaY) Lleall Glisivne GOBAL o )90y (uSa)
oletiall Sl skl of LS L AnLEY) eiads Wi s pia Gl diliadl) il
L Bale) 8 pgad 28 bl Tl illy cepanill Jalaill Jlae o8 Lases Yy
Y salae nls Glilare Lgtiag Ll 0o ax 1) cLlatisell dnulial) 3200
Grendl CadSll e — Loy YL ) Leil — 500 810K (s cdageadl) o
sl sale] payd Le 58y caSba daais aSlSyany aSslay paddl) Ao e
Apal) IS el e 13 (9l Lk Ladle ask S e b

S llaal)
Ufaliall A gilal caust)
p duadal) clibull balial) gadd Yl
Lo Lady Ligls YIKE) dpadd @lily Lghag Whalua)l Cavags i
e o) Bydlie Bygemn dnle (il KA (gaag (andall (ad Sl b,V Ll
b Ulabinall damll dagdall ) GO Gopany Vg ocalilall o3a A e 8yilie

5 5l Asel) RS e deal) Ly lagl Lagl e Coay Le ol clgild
REROR

IEVIRCL WM EEREVIVLTHENEYNEVIERNENTRVSCICTERS, Y /\



Ul §4) §\8) 2020
29058 slasy) -

Blxs ((GDPR) clilul) dslead dalell 43U 3 (o0 oyl sy

Ll of Al Lgnnha e bl Caymn cAuadd <l 38 aaaill (LG
Ao ¢l VI Gt e dalya gan ol oy L) 1ag] Wiy *°. gyaliall
— ol lly ae OHEYL ol 535k elgas — OS] e drad s Glily Wil
el aSsla Blail o ¢ 8haall dnise o (paddll diga e LD e oSl
:d:\.q 61:1\.313*05\ (= 8220 jgua ‘ﬁ Cj.aay Sla &;:\:1‘556.

(GPS Metadata) sl adgall naas Glalie o

(IP Addresses) cuiy) Josign cpslic o

(Timestamps) Zuia)ll ailshall o
(Logs) Lléall cdlaug alaill edlaw o

GlSHas e AR Bygm a1 OK ¢Lebilaty Lgmaaat ie (lilul) 0368

g -Aalal) slall e gl 53 cld Lelany Loy sl alale g casy Ly ¢l
e Laily o) ) Lgheasi Cun e Blabud) ) g ps¥) SURY) Sl Y ez
e Olaags¥) slumilly agall Jiad a3 . Valeal) Lgiagiig 268\SH Lesday Gus
e () @3 e el Gllal) geting Byodad cpe J& Y Blati) 5ysdad o

55 ¢ Art. 4 -GDPR -Definitions » personal data’ means any information re-
lating to an identified or identifiable natural person (‘data subject’); an iden-
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