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Abstract:

This research dealt with the use of facial recognition and profiling technologies to
automate decisions with artificial intelligence in law enforcement, and showed the
benefits of using these two technologies in this field and their acceleration of final
results and fighting crime, which is why their use has increased around the world,
especially facial recognition technology linked to smart homes and systems to secure
property and private homes, and this research also showed the risks and legality
issues of using these technologies in law enforcement in all stages of training and
operating these models, as it showed that each of these stages presents its own issues
and needs its own rules to ensure its legality. He recommended the need to preserve
the rules of procedural legality, especially with regard to individual rights during the
use of these technologies in law enforcement, limiting their use to intermediate
work without final decisions, reviewing and continuously monitoring their use, and
developing the legislative structure, rules, codes, and law enforcement guidelines in
line with the risks of these technologies.
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Keywords: Facial recognition, profiling, algorithmic bias, EU Al Iaw, trust in Al, deci-
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76 Eu, Regulation (EU) 2024/1689 Artificial Intelligence Act, ANNEX III, 6
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80 Eu, Regulation (EU) 2024/1689 Artificial Intelligence Act, article 5

81 Eu, Regulation (EU) 2024/1689 Artificial Intelligence Act, ANNEX II, List of criminal

offences referred to in Article 5(1), first subparagraph, point (h)(iii)

82 Eu, Regulation (EU) 2024/1689 Artificial Intelligence Act, recital 70.

83 Gdpr, Art. 9, Processing of special categories of personal data

84 daniel J. Solove, Paul M. Schwartz, EU Data Protection and the GDPR: [Connected EBook], united

states of America, Aspen Publishing, 2023, p: 100, gdpr, recital: 24

85 European Commission, Why do we need to regulate the use of Artificial Intelligence?, lastvisited:

10/4/2024, https://t.ly/thJZa , Council of the European Union, Interinstitutional File: 2021/0106(COD),

Proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules

on artificial intelligence (Artificial Intelligence Act) and amending certain Union legislative acts, (5aa).

Article 6, d.

86 David Wright, Serge Gutwirth, Michael Friedewald, Elena Vildjiounaite, Yves Punie, Safeguards in a

World of Ambient Intelligence, united states, springer, 2010, p: 58
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