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Digital Forensic Evidence in the Egyptian Legislation
in light of the provisions of Law No. 175 of 2018 and its Executive
Regulations, Comparative Legislation and International Covenants
Dr. Ramy Metwally Elkady

Abstract:

The research aims to introduce the digital evidence, explain its characteristics,
examine the legal authenticity of the digital evidence in the Egyptian
legislation, shed light on the conditions for the methods of collecting digital
evidence and its admissibility before the criminal judiciary, and highlight the
criminal protection of digital evidence and the procedures for collecting and
documenting it in the Egyptian legislation. The importance of the research
topic can be rooted in the widespread use of technology in all walks of life,
the spread of electrical and technological devices and the Internet has led to a
conclusion, which we see logical from our side, that it is inconceivable that a
traditional or a new crime will occur, without leaving behind digital evidence
through which to identify the perpetrator of the crime.

The research concluded that cooperation with international organizations
working in the field of information exchange related to information
technology crimes and digital evidence should be strengthened, and the
facilities they provide to countries to deal with this category of crimes should
be strengthened, and international judicial cooperation should be strengthened
through bilateral and multilateral agreements to facilitate the task of those
responsible for the crime. Law enforcement in the processes of collecting and
extracting digital evidence, especially in countries where the main servers
of information networks are located, and moving forward in refining the
capabilities of the human element dealing with digital evidence from law

enforcement officers to enable them to optimally deal with digital evidence.

Kewords: digital evidence - digital forensics - authenticity of digital evidence

- admissibility of digital evidence - documentation of digital evidence.
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(1) Sarah Meiklejohn and others, “A fistful of bitcoins: characterizing payments among men with no names”, in
Proceedings of the 2013 ACM SIGCOMM conference on Internet measurement conference (New York, ACM,
2013).

(2) Myriam Quéméner, Magistrat, Les spécificités juridiques de la prevue numérique AJ Pénal (1), 2014, p.63.
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(1) Ireland Law Reform Commission, “Documentary and Electronic Evidence”, Consultation paper, December

2009, p. 8.

(2) Casey Eoghan (2004), Digital Evidence and Computer Crime, Third Edition, Published by Elsevier Inc, London,
2011, p.7.
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(3) Chappell, L., 2012. Wireshark Network Analysis (Second Edition): The Official Wireshark Certified Network
Analyst Study Guide. Laura Chappell University.
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- Chappell, L., 2012. Wireshark Network Analysis (Second Edition): The Official
Wireshark Certified Network AnalystStudy Guide. Laura Chappell University.
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- United States v. Meregildo, No. 11 Cr. 576(WHP), 2012 WL 3264501, at *2
(S.D.N.Y. Aug. 10, 2012).
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- Cass. Crim. 31 Jan 2007, No. 38306-82-, bull. Crim., 2007, no.27.
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